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Background

The recent release dfleptopia: How Dirty Money Is Conquering the Woithy acclaimed
Financial Times journalist Tom Burgis acts as a warning about the effect on the West of the influx

of 11 1licit cash: ruie®Gythetandthezuetofilaavwereeexai nstt itnhgaét Su c h
tension could not be maintained indefinitely. One system would have to dominate, leaving the
other as a fa-ade. o 111l egal revenue comes i n ma

placed orthe money flowing fronkleptocracieswhere government funds are misappropriated
by corrupt politicians, their families and associates at the expense of the rest of the population.

Kazakhstan stands as one of the strongest examples of a modern kleptbecanse for the last

thirty years the political economy of Kazakhstan has been dominated by an elite coterie of state

of ficials who have used their power to capture
been transferred out of the countrigetTax Justice Network has estimatagbital flight since

Kazakhstan gained its independence in 1991 at approximately $140%8lich outflows caused

Global Financial Integrity, a Washington, DC based think tank, to rank Kazakhstan 18th in the

world for illicit financial flows®, with trading partners most responsible for vulnerability to these

flows being Netherlands, United Kingdom and Ruésia.

Over the last several decades, numerous reputable internatiorgbvenmment organisations

and media outlets have reported on the active participation of senior government officials and
politicians in corrupt activities in Kazakhstamhese reports rutihe gamut of predatory

economic activities, including bribery, misappropriation of state assets, asset expropriation, and
fraud. The whole kleptocratic system could even be described to resemble a mafia organisation,
where money is generated by the lowergs of the ladder and passed upward tatmsigliere

i the government ministefsand onward to thBon himself, the president.

1 Ben Judah, The Kleptocracy Curse: Rethinking Containment, Hudson Institute, 2016,
https://bit.ly/3cGfZQX

2 Jim Henry The Price of Offshore, Revisited, Tax Justice Netwbtigs://www.taxjustice.net/wp
content/uploads/2014/04/Price_of Offshore_Revisited_12@d2 Nick Shaxson
https://www.taxjustice.net/2014/01/17/prio&shorerevisited/ Appendix 3, Part 1, p. 35

3 GFI-20181FF-UpdateReport1.29.18.pdf (gfintegrity.org)

4 https://iff.taxjustice.net/#/profile/KAZ

5 https://lwww.nytimes.com/2006/11/05/business/yourmoney/05giffen.html
https://www.rferl.org/a/nazarbayduxury-propertieswealthrealestateinvestigation/31013296.html
https://stories.publiceye.ch/vitolinkazakhstan/index.hitips://www.globalwitness.org/en/reports/risky
business/ https://www.leprogres.fr/francenonde/2016/05/31/airbtgroupvise-parune-enquetepour
corruption
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https://bit.ly/3cGfZQX
https://www.taxjustice.net/wp-content/uploads/2014/04/Price_of_Offshore_Revisited_120722.pdf
https://www.taxjustice.net/wp-content/uploads/2014/04/Price_of_Offshore_Revisited_120722.pdf
https://www.taxjustice.net/2014/01/17/price-offshore-revisited/
https://www.gfintegrity.org/wp-content/uploads/2019/01/GFI-2019-IFF-Update-Report-1.29.18.pdf
https://iff.taxjustice.net/#/profile/KAZ
https://www.nytimes.com/2006/11/05/business/yourmoney/05giffen.html
https://www.rferl.org/a/nazarbayev-luxury-properties-wealth-real-estate-investigation/31013296.html
https://stories.publiceye.ch/vitolinkazakhstan/index.html
https://www.globalwitness.org/en/reports/risky-business/
https://www.globalwitness.org/en/reports/risky-business/
https://www.leprogres.fr/france-monde/2016/05/31/airbus-group-vise-par-une-enquete-pour-corruption
https://www.leprogres.fr/france-monde/2016/05/31/airbus-group-vise-par-une-enquete-pour-corruption

This report takes a look at just one fraction of the country's economy: the telecommunication

sector. Kazakhtelecom JSC, which is majority oavhg the Kazakh state, is the key player in the

Kazakh telecoms industry and thus plays an important role in generating revenue for the Kazakh
economy. The compariy which made a $170 million profit in 2049 holds a monopoly on

landline contractsinKazk h st an, and owns a stake in the | arg
phone operators, Kcell, and all of the third largest, Tele2, leaving Beeline as the only government
independent mobile phone provider. Until recently, Kazakhtelecom JSC had rdiffere
Scandinavian partners in both Kcell (the Telia Company AB) and Tele2 (Tele2 AB).

The report delves into the history of both of these partnerships in Kazakhstan and examines
allegations of corruption and cronyism. In recent years, much attentioaleasib f ocused on Te
activities in Uzbekistan, where it was demonstrated by international law enforcement bodies that

the company paid bribes to the daughter of the then Uzbek president, resulting in criminal
investigations and global settlements totalinearly a billion dollaré.Less attention has been

paid to the companyds operations in Kazakhstar
hallmarks to its corrupt dealings in Uzbekistan. This report attempts to redress the balance, and

throw somdight on the entities in Kazakhstan that benefited from the deals struck by Telia, and

the people who stand behind these deal s. The T
findings can be found on page8and31respectively.

The fact that both European companies have since exited the country does not mean that this
reportés findings are of no concern ttionst he i nt
for those foreign companies still active in Kazakhstan, and those seeking to do business there,
regarding the involvement of politicalgxposed people through anonymous company structures.
Furthermore, many of the entities that are used to hidailtmeate ownership of shares in
Kazakhtelecom JSC and telecom operator KazTransCom are registered in places such as
Luxembourg, the Netherlands or the British Virgin Islands, highlighting how such jurisdictions
can be used in shadowy dealings in authoaiteregimes. For Kazakhstan, the report raises serious
guestions over the transparency of Kazakhtelecom JSC, the control of this company and its part
private ownership, and the process through which the state allocates frequencies and other
contracts regaing mobile phone telephony.

61n 2019, Kazakhtelecom JSC made a 60.3 billion KZT profit ($170 million). See
https://telecom.kz/storage/uploads/eb/1f/2b50eba41f9fh9e3e5898a8e8703d6c5f2aa56e3/aGAeUzjjCwuXv
KEF2TBYNnOM9q7iHIfTMgMF3uz!7.pdf p2.

7 Telia Company divested of its stake in Kcell 2018 ang@d @B in Tele2 KZ in 2019.

8 https://lwww.sec.gov/news/presslease/201-171
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https://telecom.kz/storage/uploads/eb/1f/2b50eba41f9fb9e3e5898a8e8703d6c5f2aa56e3/aGAeUzjjCwuXvKEF2TBYn0M9q7iHifTMqMF3uzI7.pdf
https://telecom.kz/storage/uploads/eb/1f/2b50eba41f9fb9e3e5898a8e8703d6c5f2aa56e3/aGAeUzjjCwuXvKEF2TBYn0M9q7iHifTMqMF3uzI7.pdf
https://www.sec.gov/news/press-release/2017-171

Part 1 of this report deals mainly with KazakhtelecI®& and its owners, whereas Part 2

examines the joint ventures struck by Telia and how they were often obscured by a complex

net work of | ayer ed s he lbéneficiaiedyidden.iHewevertthecat kept tF
information that is available on thalirectors and shareholders suggests that the transactions

benefitted members of the Kazakh political elite, who received millions of dollars in dubious

funds. One of the main actors identified by this report is the current Chairman of the National
SecurityCommittee of the Republic of Kazakhst#&arim Masimov.

This is not the first time Masimov has been identified as a possible recipient of corrugtAsnds.

such, Masimov is one of the key officials in Kazakhstan who supports and benefits from the

count yds Kkl eptocratic system, a system built on
freedom and civil liberties, where the state apparatus harshly suppresses any criticism or dissent.

91n 2017, it was alleged that EADS (since renamed Airbus Group) had organized a secret payment to

Masimov (wlo was at that time prime minister of Kazakhsta
2012 deal regarding the purchase by Kazakhstan of 45 French helicopters. See
https://www.mediapart.fr/journal/france/310516/E5millions-d-eurosd-airbusgroup-pourle-premier

ministrekazakh https://www.leprogres.fr/franemonde/2016/05/31/airbtgroup vise-paruneenquete

pourcorruption In 2020, The Financial Times reported that an executive director of a UK listed Kazakh

mining company was asked in 201 lorganise a trip to Disneyland Paris for Masimov and his family by

private jet at an estimated cost of around $100,000h&es//www.ft.com/content/7al4a6067e4f27-
b8b282bf00c2477e
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https://www.mediapart.fr/journal/france/310516/les-12-millions-d-euros-d-airbus-group-pour-le-premier-ministre-kazakh
https://www.mediapart.fr/journal/france/310516/les-12-millions-d-euros-d-airbus-group-pour-le-premier-ministre-kazakh
https://www.leprogres.fr/france-monde/2016/05/31/airbus-group-vise-par-une-enquete-pour-corruption
https://www.leprogres.fr/france-monde/2016/05/31/airbus-group-vise-par-une-enquete-pour-corruption
https://www.ft.com/content/7a14a6cf-067e-4f27-b8b2-82bf00c2477e
https://www.ft.com/content/7a14a6cf-067e-4f27-b8b2-82bf00c2477e

The transfer of illicit capital from kleptocracies such as Kazakhstan into the West not only

deprivegheir citizens of muctmeeded revenue, but it also has a corrosive effect on the
jurisdictions where the money ends Yup: | awmaker
democracy is underminééihouse prices are distorted by the influx of dubious cajitaid

paidfor articles in Western media paint rosy pictures of these nations as flourishing

democracie$ creating a smoke screen that obscures the ttuth.

As U.S. Senator Sheldon Whitehouse and General David Petraeus wrote tha2the fight
against corruption is more than a legal and moral issue; it has become a
strategic oné® and a battleground in a great power competition.

This poses a test for the international communi
too long the West has act as a safe haven for the wealth acquired by corrupt foreign officials,
and their cronies.

It is time for the global community to take a stand and advocate for the initiation of
investigations in relevant jurisdictions into the sources of wealth dfalzakh political elite

which must ultimately lead to seizure and responsible return of illegally acquired assets to the
people of Kazakhstan.

10 https://www.wsj.com/articles/SB121667622143971475

11 https://www.foreignaffairs.com/articles/unitestites/202@6-09/rise strategiecorruption

12 https://www.bbc.com/news/u83662174

13 https://eurasianet.org/lobbyispsit-positive-spin-on-kazakhstaruzbekistarreport

14 https://corporateeurope.org/sites/default/files/20150120 spindoctors_mr.pdf

15 https://www.washingtonpost.com/opinions/2019/03/08/patimerauthoritarianscorruptioris-
weaponrweakness/



https://www.wsj.com/articles/SB121667622143971475
https://www.foreignaffairs.com/articles/united-states/2020-06-09/rise-strategic-corruption
https://www.bbc.com/news/uk-33662174
https://eurasianet.org/lobbyists-put-positive-spin-on-kazakhstan-uzbekistan-report
https://corporateeurope.org/sites/default/files/20150120_spindoctors_mr.pdf
https://www.washingtonpost.com/opinions/2019/03/08/putin-other-authoritarians-corruption-is-weapon-weakness/
https://www.washingtonpost.com/opinions/2019/03/08/putin-other-authoritarians-corruption-is-weapon-weakness/

Preface

In February 2016, the United States Department of Justice (DOJ) moved to seize $850 million in
financial assets alleged to be the result of ©br
the centerof the scandal was Gulnara Karimova, daughterdf & i st anés f or mer pr e
Islam Karimov, who was in power from 1989 until his death in 20 2&cording to an assistant

Uu. S. attorney general, this was, fé one of the
recover bribe proceeds from a corrgpb v e r n me nit Onedf the conipanies accused of

giving bribes to Karimova in order to gain access to the Uzbek telecommunications market was

the Swedish company TeliaSonera ABiow called the Telia Company AB.

This report documents how Teli@pears to have facilitated a similar relationship in

neighbouring Kazakhstan in several deals struck between 2008 antf 20i&reas in the

Uzbek case, it was established that Gulnara Karimova was the intended recipient of the
largessélitislessclea where the money ultimately ended up
Eurasia outside of Uzbekistan may have been illegalits company chair admitted in 2614

but as of February 2021 no actions have been taken by international law enforcemgasagen
regarding the companyds dealings in Kazakhstan.

16 Along with Telia, Amsterdarbased Vimpelcom Ltd and Russian company Mobile TeleSystems PJSC
were accused of funnelling bribes to Karimova. $&s://www.justice.gov/opa/pr/mobilelesystems
pjscandits-uzbeksubsidiaryenterresolutions850-million-department
http://www.theguardian.com/world/2016/feb/19/vimpelecpays835mto-usanddutch-overuzbekistan
telecomsbribes https://www.bbc.com/news/wordsia37260375

17 http://www.theguardian.com/world/2016/feb/19/vimpelcpays835mto-us-anddutchover
uzbekistartelecomsbribes

18 https://www.reuters.com/article/umob-telesystemsaisa/us-indictsgulnarakarimovain-uzbek
corruptionschemedUSKCN1QO2GL,
https://www.traceinternational.org/TraceCompendium/Detail/435?type=0
https://thediplomat.com/2017/09/teléayreegto-pay-1-billion-in-penaltiesin-uzbekcorruptionscandal
settlement/

19 https://www.globenewswire.com/newslease/2016/04/14/828876/0/en/TeliaSordrangesnameto-
Telia=CompanyAB-34-16.html Thi s report refers to the company as
20 References for substantive points in this idtrction can be found in the relevant main sections.

21 See A Dance With The Cobra: Confronting Grand Corruption in Uzbekistan. Available at:
http://statecrime.orghta/2017/08/FuiReportwith-ExecutiveSummary.pdf

22 https://www.reuters.com/article/teliasonerarasialdUSWEBOOL4E20140402



https://www.justice.gov/opa/pr/mobile-telesystems-pjsc-and-its-uzbek-subsidiary-enter-resolutions-850-million-department
https://www.justice.gov/opa/pr/mobile-telesystems-pjsc-and-its-uzbek-subsidiary-enter-resolutions-850-million-department
http://www.theguardian.com/world/2016/feb/19/vimpelcom-pays-835m-to-us-and-dutch-over-uzbekistan-telecoms-bribes
http://www.theguardian.com/world/2016/feb/19/vimpelcom-pays-835m-to-us-and-dutch-over-uzbekistan-telecoms-bribes
https://www.bbc.com/news/world-asia-37260375
http://www.theguardian.com/world/2016/feb/19/vimpelcom-pays-835m-to-us-and-dutch-over-uzbekistan-telecoms-bribes
http://www.theguardian.com/world/2016/feb/19/vimpelcom-pays-835m-to-us-and-dutch-over-uzbekistan-telecoms-bribes
https://www.reuters.com/article/us-mob-telesystems-usa/u-s-indicts-gulnara-karimova-in-uzbek-corruption-scheme-idUSKCN1QO2GL
https://www.reuters.com/article/us-mob-telesystems-usa/u-s-indicts-gulnara-karimova-in-uzbek-corruption-scheme-idUSKCN1QO2GL
https://www.traceinternational.org/TraceCompendium/Detail/435?type=0
https://thediplomat.com/2017/09/telia-agrees-to-pay-1-billion-in-penalties-in-uzbek-corruption-scandal-settlement/
https://thediplomat.com/2017/09/telia-agrees-to-pay-1-billion-in-penalties-in-uzbek-corruption-scandal-settlement/
https://www.globenewswire.com/news-release/2016/04/14/828876/0/en/TeliaSonera-changes-name-to-Telia-Company-AB-34-16.html
https://www.globenewswire.com/news-release/2016/04/14/828876/0/en/TeliaSonera-changes-name-to-Telia-Company-AB-34-16.html
http://statecrime.org/data/2017/08/Full-Report-with-Executive-Summary.pdf
https://www.reuters.com/article/teliasonera-eurasia-idUSWEB00L4E20140402

Thisreportad 0 examines deals with one of Teliabds mai
headquartered in Stockholm. Tele2 has not been accused of bribery, nor has it ever faced
criminal investigation like Telia regarding its operations in Central Asia.

However, as this report will show, at the very least both Telia and Tele2 had questionable local

Kazakh partners who were figures close to the ruling elite in Kazakhstan. This raises the

possibilityre s peci al ly gi ven Kaz akihmttfiguredckosekolthe pt ocr at i «
Nazarbayev regime were secret beneficiaries of these deals.

The majority of the report deals with Telia as many of the deals struck by it in Kazakhstan look

highly suspicious, and in many ways resemble the corrupt paymentimidzeekistan. Time

and again, Telia struck deals with companies with unclear ownership structures where layers of
corporate entities obscure the companieso6 ul tin
diligence on these local partners and/or igdaed flags that such due diligence would have

uncovered.

As always in a kleptocracy, the losers of these deals were the people of Kazakhstan: over a

period of years large swathes of the state telecoms company Kazakhtelecom JSC were

transferred to privatindividuals, the same individuals who would later partner with

international companies and earn millions of dollars. These figures have close ties to the
countryds political elite, a further demonstrat
thebenefit of the few, not the many.

The report also stands as a warning to any international company looking to do business in
Kazakhstan: in such jurisdictions where there is no sepataigreen the business and political
spheres, companies will either find themselves complicit in dubious and potentially illicit
activity, or at the very least will find themselvesauted into an autocratic system where
revenues are used to enrich théngilelite and maintain its grip on power.
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FOPOEFORGE

ACompanies report corruption as the n
business in Kazakhstan. Corruption 1is
political circles, and networks of patronage and clientelism negatively

affect the count r vy otlsermbrg shallergiags envi r on
bureaucracy and vague legislation restrict foreign investment. Navigating

the public administration is also challenging for businesses, as petty

corruption is endemic. Facilitation payments and bribery are illegal in the
publicandhe pri vate sector @imicabCodebmg t o t
the state bodies that are responsible for combating corruption are

ineffective, unreliable, and ifao hold highlevel officials responsible for
corruption,abuses of offigeandconflicts of interestA weak judicial

system further compromi ses Kazakhst an

framework for de&l1ling with corruption

Kazakhstan Corruption Repofhe Risk & Compliance Portal (formerly The Business
Anti-Corruption PortB, a free resource produced by GAN Integrity

23 https://www.ganintegrity.com/portal/countprofiles/kazakhstan/
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http://www.legislationline.org/documents/section/criminal-codes/country/21
https://www.ganintegrity.com/portal/corruption-dictionary#Abuse
https://www.ganintegrity.com/portal/corruption-dictionary#Conflict
https://www.ganintegrity.com/portal/country-profiles/kazakhstan/
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Summary of findings

Kazakhstands telecoms industry

o Kazakhstanés telecoms industry is domina
elite. It is highly likely that such individuals have abused their positions of state
power to make money in the private telecoms seirtolyding through the deals
highlighted in this report.

o Kazakhstandés nat i &azakhtelecommlSCaohaka c ompany,
history of opaque shareholders whose owners were either not public, or more
recently, disclosed to be relativesofth@e unt r yés first presiden

@




Summary of findings
Ai gul Nuriyevabds opaque invol vemen

o Aigul Nuriyeva is one o f201Klezwedtihveas ands r i
estimated at $780 millioffand in 2A9 at $350 million byForbes who ranked
her aK a z a k h s'triehasbpersof The exact origins of her wealth are
unclear.

o Nuriyeva has occupied a key figure in the Kazakh telecoms industry: she has
been a director and shareholder in state controlled Kazakhtelecom JSE (2006
2016), holding at onpoint as much as 26 percaritthe companya shareholder
of telecoms company Tele2 Kazakhstan (22015°); an indirect shareholder
(through her shareholding in Kazakhtelecom) in Kcell (unknown start date to
2016) and a shareholder in telecommunicatoa information technology
services company KazTransCom (from 2018).

0 She has been the subject of allegations that she is a proxy for political figures in
Kazakhstan, especially KariMasimoy, a former Kazakh Prime Minister, who
is currently the head of the National Security Committee of the Republic of
Kazakhstan (oftenrefr r ed t o by its Russian initial:
security servicé’

0 A paper outlining due diligence published by telecoms company Tele2 in 2014
identified Nuriyeva as a politicalgxposed person (PEPsomeone with a
higher risk for potential inmMvement in corruptioii and circumstantial
evidence that some kind of agreement was likely to be in place between
Nuriyeva andlasimov It al so noted #fAan indirect |
Kazakhstan antlasimov.

24 Kazakhstan General Newswire, May 5, 2014. Her wealth was estimated at $675m in 2016
https://forbes.kz/process/technologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao_kazahtelekom
25 https://fforbes.kz/ranking/50_bogateyshih_biznesmenov_kazahst@049 This was a drop from the
2014 estimate, which was $780 million.

26 Nuriyeva held shares in Tele2 KZ through AsiaNet. Isges://www.mobileworldlive.com/featured
content/homéanner/teleannounceskazakhjv-with-altel/

27 http://knb.gov.kz/ru/article/predsedataib-respublikikazakhstan

NGO~ /11h
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Summary of findings

Teliadbs all eged corrupt involvement i

0 Telia bought shares in a company called Kcell from Kazakhteld&snat an
apparently inflated rate. One of Kazakht
company directed, ambssiblyowned, by Aigul Nuriyeva.

0 Telia bought licences to operate frequencies from dormant companies with
unclear ownership, despite oth@ngpanies buying other licences directly from
the government.

0 Telia bought other companies from Nuriyevidh unclear corporate ownership
structures for $170 million, which inclu
contributiondo to a company owned by Nuri
acquire a 4G licence, but the asset was later written off by Telisrdises the
possibility that the payment was a bribéMasimoy, who was head of the
presidential administration at the time, akin to the payments Telia made to
Karimova in Uzbekistan.

o Telia bought into a legitimate Kazakh telecoms company, KTC, but bought the
shares from a member of the Kazakh political elite, and partnered with a
company owned bilasimow s f or mer deMasimoywas r om when
Minister of Communications. This raises the possibility that this was a further
payment made tMasimov Telia later sold its interest in KTC to a company
owned by Nuriyeva.

13 Corruption in Kazakh TelecomsSummary of findingsTel i ad6s al |l eged corrupt i
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Summary of findings
Tele2 involvement in theKazakh telecoms industry

0 Tele2 partnered with Aigul Nuriyeva in 2010 by buying into Kazakh telecoms
company MTFS, which was reportedly owned prior to this by Nuriyeva. At this
point, Tele2 appears not to have independently established that Nuriyeva was
the sole beneficiary of M5, and instead relied on testimony from 18Ttself,
raising the possibility that in 2010 there were other beneficiaries.

o Despite there being allegations in the public domain that Nuriyeva was acting as

a proxy for Kazakhstanod6s political elite
due diligence on Nuriyevabs political ti
with her kegan, and only after media articles had questioned the propriety of the
relationship.

0 In 2015, Tele2 began a partnership with Kazakhtelecom JSC, whidhough
majority owned by the Kazakh statdéeatured Nuriyeva as a private
shareholder until 2016pad t hen Kai rat Satybaldy, Pres
nephew, from 2018.

o Although Tele2 performed significant due diligence on this partnership and its
business in gener al in Kazakhst an, its d
ruling elite through the geerating of revenues through joint ventures and
directly through payments for shares in the company owned by Nuriyeva. Such
dealings thus helped reinforce the wedkablished system of governance
present in Kazakhstan which features no separation betivegolitical and
business spheres.




Introduction: ¢ St A Q&4 RdzoA2dza RSFfAy3a A\

In September 2012, Swedish television news prograthppelrag Gransknindproke the story

about Teliabds wrongdoing in Uzbekistan. It all e
totalling hundreds of millions of dollars to an entity controlled by an associate of Gulnara

Karimova, the daughter of the then President of Uzbek#8taoon after, Swedish prosecutors

opened a preliminary investigation into the allegatfdngth suspect funds frozen by Swedish
prosecutors the followingmonthl n r esponse to mounting allegati c
Nyberg, resigned in Februa®®13, citing a review that found that the company failed to do due

diligence on its Uzbek partné.

Multiple countries, including the Netherlands and United States, worked together to investigate
Teliabs Uzbek deal i ngs duaaesfetsmvolved ditimateindéliz x i ty of
paid nearly $1 billion in penalties and fines to the U.S. and the Netherlands to resolve the bribery
allegations in 20172

Three senior managers from Téliformer chief executive Lars Nyberg, Tero Kivisaari anti Ol
Tuohimaai faced trial in Sweden on bribery charges but were acquitted on a legal technicality
in February 20183 Although prosecutors demonstrated that money had been paid to Karimova
by Telia, they had not proved that Karimova was a public servangfty in charge of decisions
about telecommunications, which was a necessary condition of Swedish bribery law in place at
the time of the transactiod$This decision was upheld by a Swedish court of appeals in
February 2021, much to the dismayaoti-corruption campaigners.

28 https://www.svt.se/nyheter/granskning/ug/teliasosiaraljardaffarmeddiktatur;
https://www.rferl.org/a/gulnaraarimovatelecombribesswedishtv/24796854.html

29 http://gca.satrapia.com/corruptigmobeinto-teliasonerauzbekdeal

30 https//sverigesradio.se/sida/artikel.aspx?programid=2054&artikel=5292163

31 https://www.rferl.org/a/uzbekistateliasonereceoquits/24890276.html

32 https://thediplomat.com/2017/09/teléreeso-pay-1-billion-in-penaltiesin-uzbekcorruption
scandaisettlement/ https://www.occrp.org/en/projects/2Ztwatch/cewatchbriefs/7032telia-to-pay-us
965 million-to-resolvekarimovabribery-case

33 https://www.rferl.org/a/threex-telia-executivesacquittedin-uzbekbribery-case/29772426.html

34 https://www.occrp.org/en/daily/92&fvedishtelecombossacquittedin-uzbekistarbribery-probe

35 https://thediplomat.com/2021/02/etie-hook-acquittalsof-swedishtelecomofficials-linked-to-uzbek
bribery-scandalupheld/
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https://www.occrp.org/en/projects/27-ccwatch/cc-watch-briefs/7032-telia-to-pay-us-965-million-to-resolve-karimova-bribery-case
https://www.occrp.org/en/projects/27-ccwatch/cc-watch-briefs/7032-telia-to-pay-us-965-million-to-resolve-karimova-bribery-case
https://www.rferl.org/a/three-ex-telia-executives-acquitted-in-uzbek-bribery-case/29772426.html
https://www.occrp.org/en/daily/9260-swedish-telecom-boss-acquitted-in-uzbekistan-bribery-probe
https://thediplomat.com/2021/02/off-the-hook-acquittals-of-swedish-telecom-officials-linked-to-uzbek-bribery-scandal-upheld/
https://thediplomat.com/2021/02/off-the-hook-acquittals-of-swedish-telecom-officials-linked-to-uzbek-bribery-scandal-upheld/

At the same time as Telia was operating in Uzbekistan, it had business in other former Soviet

state§ Kazakhstan, Azerbaijan, Tajikistan and Geof§ii.ey t o t he companyods op
the region were Kivisaari and Tuohimaa, who acted as president and general counsel
respectively of Tel i ao ¥VekselAralsanother key player luringm 200 7
this period, replaced Kivisaariaspeg nt of Tel i adés Eurasia busines:
serving as the CEO of Kazakh telecoms company, Rtkltell is important to this story

because in 2012, Telia became the largest shareholder in it, thereby partnering with
Kazakhtelecom JSC, Kazakt an6s nati ona® telecoms company.

After the allegations concerning its Uzbek dealings broke, Telia commissioned the law firm,

Norton Rose Fulbright, to focus on the companyd¢
Tajikistan and Georgi®Thelav f i r més report | ooked mainly at t
and acquisitions of companies and |icenses, but
appropriately in Eurasiab6s difficult and compl e

high andcorruption widespreatt.

In November 2013Reutergeported that Telia had dismissed Tero Kivis&avieysal Aral and

other senior officialg’? after the Nrton Rose Fulbright report found that some transactions in
Eurasia had not been handl ed @i“Abaadreviewd ance wi t
of Teliabs Eurasian transactions al so establ i st
falure At o ensure that adequate risk assessments f
condu®ted. o

36 https://www.teliacompany.com/globalassets/telia
company/documents/investors/presentatior®/@liasonera_presentation_npotbsing 200707-17.pdf
37 https://thediplomat.com/2017/09/teléareego-pay-1-billion-in-penaltiesin-uzbekcorruption
scandalsettlement/

38 https://investors.kcell.kz/en/article/show/1812/false?navipageld=1374

39 https://www.teliacompany.com/en/news/preseases/2011/12/teliasonaérereasests-ownershipin-
kcell-and-preparesfor-ipo/

40 https://www.reuters.com/article/teliasonerarasiaid USWEBOOL4E20140402

41 https://eurasianet.org/kazakhstaperationsunderscrutinyamid-freshteliasoneraevelations

42 https://www.reuters.com/article/teliasonera/upeateliasonerdires-cfo-andthreeothersafter
eurasiareviewidUSL5NOJE1D420131129

43 https://www.teliacompany.com/globalassets/teliempany/documents/reports/2013/annaual
report/teliasonera_ar2013_eng.pdf

44 https://www.reuters.com/article/teliasonerarasiaidUSWEBOOL4E20140402
https://www.reuters.com/article/teliasonedd) SL6NOJV2N620131216

45 https://www.teliacompany.com/globalasseti#&company/documents/investors/anrgeheral
meeting/2014/teliasonera_summanfythe-boardof-directorsreview-of-transactionsn-
eurasia_agm_2031@4-01.pdf
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https://www.reuters.com/article/teliasonera-idUSL6N0JV2N620131216
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At the companyods April 2014 annual gener al me et
further, commenting that, based on the |l aw firr
activities in Uzbekista)) , A1t [ cannot] bense xicalvwed ebdetnh actr i cne rnt
The |l aw firmdés report was not maftathopghbhei ¢ f or |
company provided it t o “tAbsuchSmpertnitisformafonatow c ut or 6 s
Tel i abs deal iiragdhe bemneficidreeszohtkobesdeailhas remained out of the

public eye.

Teliabs dealings in other countries have also ¢

from the Organized Crime and Corruption Reporting Project (OCCRP) showed that in

Azerbaipn, Telia partnered with c¢omplaniMiaye2815,! i nked t
OCCRP also reported on corruption in Kazakhndtane | i aés sharehol ders vot e
sue former CEO Nyberg for a suspicious January 2013 deal in Kazakhstan whereth mp any 6 s
partners were reportedly cl ose > Thsm&rhavei dent Nur
been either the KazTransCom or KazNet Media deals, both of which were concluded in January

2013 and are described below.

Moreover, a U.Sbased companyluddy Waters, specializing in short selling other companies,

accused Telia of withholding information about alleged corruption in Eurasia in 2015. Muddy
Waters found Teliabs corruption scandal in Uzbe
estimatedconservatively that Telia made over $2 billion in corrupt payments throughout its

Eurasia and Nepal operatiottddowever, Muddy Waters did not disclose the names of any

Kazakh officials allegedly involved, corporate ownership structures or potentialdianes of

deals.

This report attempts to fill those gaps. In order to do this, we must first examine a key player in
Kazakhstandéds telecoms sector, what i's known aboc
place.

46 https:/ivww.reuters.com/article/teliasoneidJSL6N0JV2N620131216

47 https://www.reuters.com/article/teliasonerarasiaidUSWEBOOL4E20140402

48 https://eurasianet.orghkazakhstarwhatdid-embattledteliasonerdearnfrom-uzbekistan

49 https://www.teliacompany.com/en/news/preskeases/2013/11/seniemployeedo-leaveteliasonera/
50 https://www.occrp.org/en/investigations/25&liasonera®hehindthe-scenesonnectiorto-
azerbaijanipresidentsdaughters

51 https://www.occrp.org/en/corruptistan/azerbaijan/azerbdgécom/theteliasonersscandals:-
swedishtrauma

52 https://www.ft.com/content/b5b931dE82511e5bdble6e4767162cc
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A politically exposed person (PEP) is defined by the Financial Action Task
Force (FATF) as an individual who is or has been entrusted with a
prominent public function. Due to their position and influence, it is
recognised that many PEPs are in positioret fpotentially can be abused

for the purpose of committing money laundering (ML) offences and related
predicate offences, including corruption and bribery, as well as conducting
activity related to terrorist financing (TF).

FATF Guidance, June 20%3

53 https://www.fatfgafi.org/
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Introducing Aigul Nuriyeva: Telecoms iazakhstan

Kazakhstan is a country where the ruling elite controls its natural
resources and revenue generating businesses. A small group of
families dominate the business sphere, families who are at the
same time involved in the <co
between public and private in Kazakhstan is virtually-non

existent, and the Kazakh telecoms industry is no exception.

itical S

As this report describes, Aigul Maratovna Nuriy&yaayed a
cruci al role in Teliads deal
important to understand who she is, her background and what
companies she has been affiliated with. What is surprising is how
little is known about her: apart from a brief commentrsiagle in
aReutersarticle in 1998° no English or Russian media
interviews with her were found.

' akhstan.

Aigul Nuriyeva. Photo fores.kz

According to the 2011 Kazakhtelecom JSC annual report, Nuriyeva was born in August 1974
and is a citizen of Kazakhstan. She studied at the Kazakh/g&tademy of Management. She

then moved to the U.S. where she studied at both Indiana University and Michigan State
University where she gained a Master of Business Administration in Finance and Management
Information Systems®

54 https://profit.kz/news/29048/AjgtNurievavishlaiz-sostavasovetadirektorovKazahtelekoma/This

gives her full date of birth as 13 August 1974.

55Ai gul Nuri yeva i sDedpeasrctrmebnetd cahsi eaf ofi Hanl yak Reut er s art
Largest Kazakh bank sees $100miIn Eurbond in May, Reuters, 31 March 1998.

56 https://teleconkz/storage/files/_95/66/5d/64/53/95665d64533b8e02f917f0dbdc0c8b36.pdf



https://profit.kz/news/29048/Ajgul-Nurieva-vishla-iz-sostava-soveta-direktorov-Kazahtelekoma/
https://telecom.kz/storage/files/_95/66/5d/64/53/95665d64533b8e02f917f0dbdc0c8b36.pdf

She worked as an advisor for Credit Suisse from 2002 to 2008, and as the directooganeral
company called Midas Capital LLP from 2005 to 2009, and, as of 2011 was a director of three
companies: Bodam BV (from June 2005), Alnair Capital Holding JSC (from July 2008) and
Alnair Capital LLP (February 2009j.

According to a 2008 news wire, idir Capital Holding is part of the Alnair private equity
group, which was managed by Nuriyeva with capital from Sheikh Tahnoon Bin Zayed Al
Nahyans® a member of the ruling family of Abu Dhaliln 2008, Alnair Capital became a

25.15 percent shareholdem Kaz aKommert zBank, one of Kazakhst
institutions at the timé&. A 2009 report states that according to KazKommertzBank, a company
called Amun Capital Advisors KZ%is fan affiliat

Yet only four years ker, the reporting regarding Nuriyeva changed: no longer was just a

manager, but an actual owner of the entities she worked for. For example, according to Alnair
Capitaldés financi al report for 2012, Nuriyeva v
i onve d 0 t h e% Sandanyp aa201yt report now described the above mentioned Amun

Capital aBr iat iiKm ziatkshest ment gr ouPThpabove. ] backed
biography says that Nuriyeva was director general of Midas Telecom LLP front®Q069,

but reporting from Telia in 2%9Afindlgs2015i bed her
media report indicated that Nuriyeva was actually an indirect owner of KazKommertzBank,

holding 28.08 percent of the shafés.

57 http://telecom.kz/storage/files/ 95/66/5d/64/53/95665d64533b8e02f917f0dbdcOc8hpadf

58 https://www.investegate.co.uk/alnaiapital/prn/alnakcapitatseeksapprovaito-acquirestake---
/20080620095700NM299/

59 https://economictimes.indiatimes.com/magazines/panache/fottiadijogging a-peekinto-the-
likes-of-prince sheikitahnoonbin-saeed/articleshow/66143859.cms?from=mdr

60 The Asian Banker Journal, June 30, 2008; London Stock Exchange Aggregated Regulatory News
Service (ARNS), August 5, 2008.

6lKazakhstan Gener al Newswire, A representative of A
board of directors, 19 June 2009.

62 Kazakhstan & Central Asia Today, August 10, 2015.

63 https://www.telegeography.com/products/commsupdate/articles/2014/10/2-H¢zledcorruptionat
kazakhoperation/

64 https://www.teliacompany.com/en/news/preskeases/2012/12/teliasonerampletegransactiongor-
mobile-datagrowth-in-kazakhstan

65 Ukrainian News Agency, October 29, 2015.
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https://www.teliacompany.com/en/news/press-releases/2012/12/teliasonera-completes-transactions-for-mobile-data-growth-in-kazakhstan
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Forbese st i mat ed Nuri yevads Weavhdrethhd Nuriyevi2zabdnk at $780
department head in 199&nd a fund manager in 2088 earned these hundreds of millions of

dollars? If she possessed (or had possessed and later sold) shares in burgeoning Kazakh

companies, then where had she originally got the capital to acquire those shares? There is a lack

of publicly available evidence on how Nuriyeva amassed her fortune.

In part because of the opacity surrounding her fortune, Nuriyeva has faced allegations that she is

a front person or O6proxyo6 act i®Wthisiethe cse thim | f of t
would mean that she is not the true owner of the companies she has been and is involved with,

and is merely managing the fortune that is professed to be hers.

66 Kazakhstan General Newswire, May 5, 2014. Her wealth was estimated at $675m in 2016.
https://forbes.kz/process/technologies/komu_aygul nurigealaet svoi_aktsii_ao_kazahtelekom

67Ai gul Nuriyeva is described as a fAHalyk Department
Largest Kazakh bank sees $100mIn Eurbond in May, Reuters, 31 March 1998.

68 https://www.investegate.co.uk/alnaiapital/prn/alnakcapitatseeksapprovaito-acquirestake---
/20080620095700NM299

69 https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf



https://forbes.kz/process/technologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao_kazahtelekom
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For example, in 2008 he Wall Street Journallleged that Nuriyeva helped an Ancan
Bulgariaf®’c onsul t ant fAmanage of f s hdleitingmeepewiths of t he
knowledge of the family finances of then President of Kazakhstan, Nursultan Nazarbayev.

The consultant in question, Alexander MirtcHéis a controversial figure because of his work

with such figures as Gulnara Karimova and the Kazakh goverriier2003, Mirtchev was

hired by the Kazakh government to manage the fallout from a scandal later known as
6Kazakhgat ed, wh itccalbribéery seandaldspuivirg ) rchnangl @roceedings
against an American businessnidA.s such, Mirtchev was referred t
associate in the®*U.S.0 in a news report.

Documents from UK Companies House show a financial link &etvNuriyeva and Mirtchev,
through a company called Krull UK, which was controlled by Mirtcltei the time of the

Wall Street Journaleport both Mirtchev and Nuriyeva denied that they managed money for the
Nazarbayevs or the Kazakh elite.

Notably,Alexander Mirtchev also acted as an advisor to Karim Masimov, when the latter
became Prime Minister of Kazakhstan in 2097.

70 https://kiar.center/thenysteriousmr-mirtchev/

71 https://www.wsj.com/articles/SB1216676221439714¥hind firewall]

72 https://www.wsj.com/articles/SB1216676221439714¥hind firewall]

73 https://kiar.center/thenysteriousmr-mirtchev/

74 https://kiar.center/thenysteriousmr-mirtchev/

75 Intelligence Online, Dealing with Dissidents Who Flew Coop,16 July 2009.

76 https://www.wsj.com/articles/SB1216676221439714B8Bhind firewall]; documents obtained from
Companies House.

77 https://www.wsj.com/articles/SB12166762214397 1 ff¥&hind firewall]

78 https://www.sk.kz/upload/iblock/78e/78e05e1b1dalc01783256f66814a89dt4pdf
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https://kiar.center/the-mysterious-mr-mirtchev/
https://www.wsj.com/articles/SB121667622143971475
https://www.wsj.com/articles/SB121667622143971475
https://kiar.center/the-mysterious-mr-mirtchev/
https://kiar.center/the-mysterious-mr-mirtchev/
https://www.wsj.com/articles/SB121667622143971475
https://www.wsj.com/articles/SB121667622143971475
https://www.sk.kz/upload/iblock/78e/78e05e1b1da1c01783256f66814a89d6.pdf

Significant scrutiny has been placedOoneipon Masi n
source from the corporate due diligence world told the authors that, based on his research, he

believed that Nuriyeva had acted as a proxy for Masimov in Kazakh telecom$’dlaéstwo

certainly have a long standing relationship, which dates &idlelast to 1998 when Nuriyeva

worked as a department head at Halyk Bank, which was chaired by Masimov from 1997 to

2000%Thi s position is not included inJSBuriyevaods
reports, but is confirmed by media artictéslalyk Bank is owned by Timur Kulibay&and his

wife, Dinara, whose father is the former president of Kazakhstan, Nursultan Nazarbayev.

79 Interview by the author with a source from a due diligence company familiakvatz a k hst an 6 s

telecoms industry, August 2020.

80 https://olympic.kz/en/page/8darim-kazhimkanovichmasimov

81Ai gul Nuriyeva is descri bed assartide fronHMatclyl®98Depar t ment
(Largest Kazakh bank sees $100min Eurbond in May, Reuters, 31 March 1998);

https://azh.kz/en/news/view/680

82 The shares are owned through JSC HG Almex
https://halykbank.kz/storage/app/media/Investers%20ang/Shareholders%20structure/20dX%h 21if;

Almex is owned by Timur Kulibayev and his wife Dinara,
https://www.kazpravda.kz/en/news/society/foHiagakhstammamedtimur-kulibayewbusinessmaiof-

the-year. Kulibayev is a former senior Kazakh aihd gas official who is married to the daughter of

Nursul tan Nazarbayev, Kazakhstanés first president f

23 Corruption in Kazakh TelecomsPartI:! £ £ S3F GA2ya 27F b dzNH



https://olympic.kz/en/page/81-karim-kazhimkanovich-masimov
https://azh.kz/en/news/view/680
https://halykbank.kz/storage/app/media/Investers%20ang/Shareholders%20structure/2019%20-%201.pdf
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Karim Masimov

Chairman of the National Security Committee of the Republic of Kazakhstan

Biography:

o o

© Oo0OO0OO0OO0

Legal adviser to th8oviet Trade Mission in China (1991);
Chief Economist, Head of Foreign Economic Relations of the
Ministry of Labour (19911992);

Deputy Director of Kazakh Foreign Trade (1992);

Senior Economist of the MWEC Office, Deputy Director of the
Kazakhintorg RO irdrumgi XUAR of the People's Republic of
China (19921993);

Deputy Director of VED Accept LLT (1993994);

Managing Director of the Kazakh Trade House in Hong Kong
(19941995);

Chairman of the Board of the Almaty Trade and Finance Bank
(07.19951996);

Acting Chairman of the Board of TuranBank (199%1997);
First Vice-Chairman of the Board of the People's Savinganik
of Kazakhstan (08.19909.1997);

Chairman of the Board of the People's Savings Bamaabkhstan (09.19908.2000);
Chairman of the Nation&hvestment Financial Equity Company "NSEKoup"
(12.199903.2000);

Minister of Transport and Communications of the Republic of Kazakhstan (07.08.2000
27.11.2001);

Deputy Prime Minister of Kazakhsta{27.11.200106.2003);

Assistant to the President of the Republic of Kazakhstan (06 2803.2006);

Deputy Prime Minister of KazakhstaMinister of Economy and Budget Planning
(19.04.200604.10.2006);

Deputy Prime Minister of Kazakhstar18.01.200601.2007);

Prime Minister of Kazakhstan (from 10.01.2609.2012);

Head of the Presidential Administration of Kazakhstan (09.2012014);

Interim Secretary of State of the Republic of Kazakhstan (01-0912D14);

Prime Minister of Kazakhsta(from 02.04.2014; reassignettom 29.04.2015);

Chairman of the National Security Committee of the Republic of Kazakhstan (from
09.2016- present)

Karim Masimov. Photo weforum.org
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Tele2ABin Kazakhstan:
Is Nuriyevak &G G NHzA G SR NBLINKSaSyidlraAogSe 2F al

The deal examined in this section does not involve the Telia Company at all, but rival
Scandinavian telecoms company Tel, which was active in Kazakhstan from 26710

2019* and was also in partnership with Nuriyeva for the majority of that time. In contrast to
Telia, Tele2 published information that detailed the tighbeit four years after the partnership
had begun and explained in a variety of reports how it had tt@ethitigate that risk.

In 2007, 49 percent of Kazakh telecoms company$fwas sold to Asia Net Kazakhstan
LLP, a company owned by Nuriye¥#&Tele2 then acquired the remaining shares in®ih
2010, thus entering int® business partnership with NuriyeéVadT-S operated the NEO
telecoms brand in Kazakhstan, which was rebranded as Tele2 Kazakhstan&h 2011.

I n 2014, soon after Teliabds corrupt rel ati onshi
Swedishnewsrepot t urned its attention to Tele2, and a
assets of th® Kazakh regi me. o

83 https://www.tele2.com/media/pressleases/2010/tele@mpleteghe-acquisitionof-a-majority-share
in-mobile-operatornecin-kazakhstan

84 https://www.broadbandtvnews.com/2019/06/28/tedkiseskazakhstardeal/

85 Not to be confused with Russian company MobileeBgistems, which is often referred to as MTS.
86 https://halberdbastion.com/sites/default/files/2@B7Tele2_Whitepaper_Kazakhst@perationsDec
2014.pdf p11;http://telecom.kz/storage/files/_fe/26/2f/f9/93/fe262ff99358310ead46ba87a9f2b81e.pdf
p22. 49% of Mobile Telecom Service P had been sold to Asia Net Kazakhstan LLP in 2007 (see
http://telecom.kz/storage/files/_fe/26/2f/f9/93/fe262ff99358310ead46ba87a9f2b8 1 Byif

87 https://www.tele2.com/media/pressleases/2010/tele@mpleteghe-acquisitionrof-a-majority-share
in-mobile-operatornecin-kazakhstan

88 https://www.commsupdate.com/articles/2011/03/31fieelaunchastele2on-24-april-usd205
million-rollout-on-the-cards/

89 https://www.svd.se/hemligapportkan-falla-tele2
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https://www.tele2.com/media/press-releases/2010/tele2-completes-the-acquisition-of-a-majority-share-in-mobile-operator-neo-in-kazakhstan
https://www.tele2.com/media/press-releases/2010/tele2-completes-the-acquisition-of-a-majority-share-in-mobile-operator-neo-in-kazakhstan
https://www.broadbandtvnews.com/2019/06/28/tele2-closes-kazakhstan-deal/
https://halberdbastion.com/sites/default/files/2017-08/Tele2_Whitepaper_Kazakhstan-Operations-Dec-2014.pdf
https://halberdbastion.com/sites/default/files/2017-08/Tele2_Whitepaper_Kazakhstan-Operations-Dec-2014.pdf
http://telecom.kz/storage/files/_fe/26/2f/f9/93/fe262ff99358310ead46ba87a9f2b81e.pdf
http://telecom.kz/storage/files/_fe/26/2f/f9/93/fe262ff99358310ead46ba87a9f2b81e.pdf
https://www.tele2.com/media/press-releases/2010/tele2-completes-the-acquisition-of-a-majority-share-in-mobile-operator-neo-in-kazakhstan
https://www.tele2.com/media/press-releases/2010/tele2-completes-the-acquisition-of-a-majority-share-in-mobile-operator-neo-in-kazakhstan
https://www.commsupdate.com/articles/2011/03/31/neo-to-relaunch-as-tele2-on-24-april-usd205-million-rollout-on-the-cards/
https://www.commsupdate.com/articles/2011/03/31/neo-to-relaunch-as-tele2-on-24-april-usd205-million-rollout-on-the-cards/
https://www.svd.se/hemlig-rapport-kan-falla-tele2

Tele2 then commissioned a third party to examine the allegations regarding Nuriyeva, resulting
in a White Paper in December 2014 which summarised its reséditvd report suggests that at
the time Tele2 entered Kazakhstan in early 2010, Tele2 had not confirmed that Aigul Nuriyeva
was the sole beneficiary (via private shareholder AsiaNet) of the remaining 49 percenin MT
apart from through testimony from Idgzartners’! It would clearly have been in the local

partners interest to present Nuriyeva as the sole owner, especially if government officials held
shares.

Given the risks of operating in a welstablished corruption hotspot suctKagzakhstan,
accepting the assurances of local partners was insufficient from a due diligence perspective to
clear this transaction from a risk of corruption.

Irrespective of whether Nuriyeva was or was not the sole shareholder of the 49 percent stake in
MT-S in early 2010, at this time not only were the corruption risks of doing business in
Kazakhstan well established, but allegations were already in the public domain (for example the
Wall Street Journaarticle from 200&) that documented credible alléigms that Nuriyeva

helped manage the offshore assets of the associates of President Nazarbayev.

The White Paper does not say that these allegations were examined by Tele2 prior te&the MT
deal being struck in early 2010. This means that Tele2 deadmttdr what may have been a
corrupt relationship with a business partner (as the partner may have been acting on behalf of or
diverting revenues earned to the Kazakh political elite) without having conducted
comprehensive due diligence on Nuriyeva andattegations surrounding her. The fact that this
issue only appears to have been examined properly four years after Tele2 first partnered with
Nuriyeva is worrying.

90 Available from the Tele2 website
https://www.tele2.com/files/globalassets/global/tele2_whitepaper_kazakhstaor. froim
https://halberdbastion.com/sites/default/files/2QB/Tele2_Whitepaper_Kazakhst@perationsDec
2014.pdf

91 https://halbedbastion.com/sites/default/files/2008/Tele2_Whitepaper_Kazakhst@perationsDec
2014.pdf p10

92 https://www.wsj.com/articles/SB121667622143971475
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https://www.tele2.com/files/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://halberdbastion.com/sites/default/files/2017-08/Tele2_Whitepaper_Kazakhstan-Operations-Dec-2014.pdf
https://halberdbastion.com/sites/default/files/2017-08/Tele2_Whitepaper_Kazakhstan-Operations-Dec-2014.pdf
https://halberdbastion.com/sites/default/files/2017-08/Tele2_Whitepaper_Kazakhstan-Operations-Dec-2014.pdf
https://halberdbastion.com/sites/default/files/2017-08/Tele2_Whitepaper_Kazakhstan-Operations-Dec-2014.pdf
https://www.wsj.com/articles/SB121667622143971475

Tel e26s White Paper came after four reports wer
companyds oper atThese epoitsrhavi&rizbaek publithareieased, but one of

these, a due diligence report commissioned by Nordea, a European finanitassgroup,

evaluated the corruption risk management at Tele2 in relation to Kazakhstan. The report states

that: AThere are strong indications that this r
is linking together Tele2 partner Asianet wiklettop political level, all the way up to President

Nazarbayevé These indications are already expos
case these |links can be verified Tel &2 could ir
Thisreporposed certain questions for Tele2, and ask
diligence of AsiaNet Kazakhstan at the time of

assessment performed by Tele2 prior to entering into Kazakhstan. Itéauwtlat information
Tele2 provided in response to these questions, but the due diligence led to the publication of the
White Paper.

Regarding the allegations that Nuriyeva was acting as a proxy, the White Paper reports that:

All of the sources we coulsed stressed that the system whereby

Kazakh politicians use trusted representatives to hold their assets in

name was prevalent in Kazakhstan. We note, however, that
documentary evidence confirming Nu
such arrangement [sidp sparse®

The final sentence highlights the reason for using such representatives; they often cannot be
linked through publicly available documentary evidence, which gives the parties plausible
deniability.

93 https://halberdbastion.com/sites/default/files/2Q@B/Tele2_Whitepaper_Kazakhst@perationsDec

2014.pdf p3

94AReport BYalCoatuphion Risk Management Tele2 for No
95 https://halberdbastion.com/sites/default/files/2Q@B7Tele2_Whitepaper_Kazakhst@perationsDec

2014.pdf p16
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https://halberdbastion.com/sites/default/files/2017-08/Tele2_Whitepaper_Kazakhstan-Operations-Dec-2014.pdf
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FOPOEFORGE

Preventive antcorruption policies and practices:

Each State Party shall, in accordance with thedamental principles of its
legal system, develop and implement or maintain effective, coordinated
anti-corruption policies that promote the participation of society and reflect
the principles of the rule of law, proper management of public affairs and

public property, integrity, transparency and accountability.

Each State Party shall endeavour to establish and promote effective

practices aimed at the prevention of corruption.

Article 5. United Nations Convention Against Corruptfon

96 https://www.unodc.org/unodc/en/treaties/ CAC/
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FOPOEFORGE

However, even though Tele2 said that documentary evidence was sparse, the report goes on to
say that third party research had uncovered a series of companies with shared addresses,
directors and patterns of incorporation which are associated with both Masimov and Nefriyeva.

The third party research concludes:

While it cannot be confirmed, taken in conjunction with the strong
speculation from the sources we consulted concerning the existence

of 6trusted representatived relat.i
that this constitutes circumstantial evidence thatsaic agreement

is likely to be in place between Nuriyeva and Masitfov

Yet in commenting on this research, Tele| t hough saying that the infc
C 0 n c letried t0 downplay the link:

At the time being there is no hard evidence, but only rumours,
suggesting that Ms. Nuriyeva is acting as a trusted represeatafi
[then] Prime Minister [of Kazakhstan] Massimov. Furthermore, even
if she indeed would be acting as a representative for someone else,
this in itself would not be considered illed&l

This appears to be justifying a potentially corrupt relationshighe grounds that it would not
be illegal.

97 https://halberdbastion.com/sites/ddtéiles/2017-08/Tele2_Whitepaper_Kazakhst@perationsDec
2014.pdf p15

98 https://halberdbastion.com/sites/default/files/2@B/Tele2_Whitepaper_Kazakhst@pertionsDec
2014.pdf p15

99 https://halberdbastion.com/sites/default/files/2Q@B7Tele2_Whitepaper_Kazakhst@perationsDec
2014.pdf, p15
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https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf

Tele2 exited Kazakhstan in 2019, gnublished a final due diligence report. The report explains
how the exit process resulted in a payment to AsiaNet as a result of a sales and purchase
agreement Tele2 had struck wh&m2013. had bought

By this point, AsiaNehad been replaced by a company called Kauz, described by Tele2 as
ifAsi aNet 6s | egal successor and parent companyo,

Tele2 said that before making any payment they
of Kauz in e form of notarized extracts from official company registers, and would perform

due diligence and thirgarty verification to confirm the UBO declaration. Tele2 said that

AsiaNet also signed (around 2014/15) a warranty that served as a guarantee thatgpaxame

not knowingly used, directly or indirectly for the purpose of financing or facilitating any activity

violating antibribery laws or money laundering laws.

This does not preclude the possibility that the funds were used to benefit the Kiaeakh e
including Karim Masimov, that fell outside of bribery/antoney laundering legislation.

TELE2

100 https://www.tele2.com/files/globalassets/documents/sustainability/keteXit-report--final. pdf,,
ppl516.Page 13 saysthatthewarramtya s si gned fAahead of t hwhicki gning of
was in 2015.
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In contrast to Telia, Tele2 appears to have avoided the more dubious dealings in Kazakhstan as

outlined elsewhere in this report, and made commendable efforts to perform due diligence and

address publigi the issue of partnering with Nuriyeva, and later Kazakhtelecont®3SC.

However, wultimately the company did strike a de
Prime Minister, and only appeared to do significant due diligence on this relationshyeéos

after the deal was made, and only after media articles had questioned the relationship.

The authors of this report wroteto TeleBi n January 2021 to get the coc¢
the issues raised here regarding its activities in Kazakhstannotabty its relationship with
Aigul Nuriyeva.

Tele2 replied:

Regarding Kazakhstan, in which we are no longer present, we refer
to our White Paper, our annual CR in Kazakhstan reports and our
comprehensive Kazakhstan Exit Repor&timcs and Compliare
which we published in connection to our departtifdBesides the
reports, we have nothing further to atfd.

1010n forming a joint venture with Kazakhtelecom JSC, Tele2 published another due diligence report.
See https://halberdbastion.com/sites/default/files/208/T ele2KazakhstarRespamsible Challenger
CorportaeResponsibilityNov-2015. pdf

102 https://www.tele2.com/sustainability/informatidor-sustainabilityprofesgonals/policiesand

reports/
103 Email from Joel Ibson, Tele2 Sverige AB, Head of Corporate Communications, Communications &
Sustainability, 27 January 2021. Tele26s CR reports

https://www.tele2.com/files/globalassets/documents/sustainability2@b6-annualstatusreportcr-
kz.pdf, https://www.tele2.com/files/globalassets/documents/sustainability/26tidalstatusreportcr-
kz.pdf Its Kazakh exit report is available here:
https://www.tele2.com/files/globalassets/documents/sustainabilitykeleXit-report--final.pdf
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https://www.tele2.com/sustainability/information-for-sustainability-professionals/policies-and-reports/
https://www.tele2.com/sustainability/information-for-sustainability-professionals/policies-and-reports/
https://www.tele2.com/files/globalassets/documents/sustainability/final-2016-annual-status-report-cr-kz.pdf
https://www.tele2.com/files/globalassets/documents/sustainability/final-2016-annual-status-report-cr-kz.pdf
https://www.tele2.com/files/globalassets/documents/sustainability/2017-annual-status-report-cr-kz.pdf
https://www.tele2.com/files/globalassets/documents/sustainability/2017-annual-status-report-cr-kz.pdf
https://www.tele2.com/files/globalassets/documents/sustainability/tele2-kz-exit-report---final.pdf

FOPOEFORGE

Codes of conduct for public officials

Each State Party shall endeavour, where appropriate and in accordance
with the fundamental principles of its domestic law, to estabtis@sures

and systems requiring public officials to make declarations to appropriate
authorities regarding, inter alia, their outside activities, employment,
investments, assets and substantial gifts or benefits from which a conflict of

interest may resulvith respect to their functions as public officials.

Article 8. United Nations Convention Against Corruptiéh

104 https://www.unodc.org/usdc/en/treaties/CAC/
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The Wall Street Journaéported in 2008 that Nuriyeva was an investor with Masimov in a

company registered in Singapdfeln a leaked U.S. dipmatic cable from July 2008, Masimov

admitted to the then U.S. Ambassador to Kazakhstan that he voameo of a Singaporbased

company with Nuriyeva, but that his share was not a secret as the asset was listed on his

financial disclosure form¥® Even f this was true, media searches reveal that no information

appears to have been publicly available about N
company, nor was any information available about what the company did, or the money it made.

In July 2008, Misimov was Prime Minister of Kazakhstdhraising the issue of the propriety of

Masimov being involved in commercial business with a woman who at that time played a key

role in the Kazakh telecoms industry.

The Tele2 White Paper report indicatesthdte Si ngapor e company in ques
|l i kelyo to be a company cal |l e d®Thiragpartsites nvest ment
Singaporean corporate records, which show Midas
was Masimov, with Nuriyeva as a former director and sharent#tididas Investment PTE

was registered in August 2008 ,and filed its last annuaéport in 2009, before being dissolved

sometime after thdt! As noted above, Nuriyeva was director general of a company called

Midas Telecom LLP from 2006 to 206%,and its owner at least from 2012 Any link

between Midas Telecom and Midas Investmgmiot clear beyond their similar names.

105Wall Street Journal, 22 July 2008, op. cit.

106 https://wikileaks.org/plusd/cables/O8ASTANA1375_a.html

107 https://olympic.kz/en/page/8darim-kazhimkanovickhmasimov
108https://halberdbastion.ou'sites/default/files/20108/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p14

109 https://halberdbastion.com/sites/default/files/2Q@B7Tele2_Whitepaper_KakhstarOperations
Dec2014.pdf p14

110https://singaporeorp.com/co/midatnvestmentholdingspteItd

111 https://recordowl.com/company/midas/estmentoldingspte-ltd

112 http://telecom.kz/storage/files/ _95/66/5d/64/53/95665d64533b8e0Ri@idcOc8b36.pdfp24
113https://www.teliacompany.com/en/news/presteases/2012/12/teliasonarampleestransactions
for-mobile-datagrowth-in-kazakhstan



https://wikileaks.org/plusd/cables/08ASTANA1375_a.html
https://olympic.kz/en/page/81-karim-kazhimkanovich-masimov
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://singapore-corp.com/co/midas-investment-holdings-pte-ltd
https://recordowl.com/company/midas-investment-holdings-pte-ltd
http://telecom.kz/storage/files/_95/66/5d/64/53/95665d64533b8e02f917f0dbdc0c8b36.pdf
https://www.teliacompany.com/en/news/press-releases/2012/12/teliasonera-completes-transactions-for-mobile-data-growth-in-kazakhstan
https://www.teliacompany.com/en/news/press-releases/2012/12/teliasonera-completes-transactions-for-mobile-data-growth-in-kazakhstan

According to Kazakh@r por at e records cited in Tele2b6s 201
held a 49 percentinterestinM pri or to the companyos$® owner shij
was at that time a subsidiary of the Singagoo®rporated company GlobalAsiaNet PTE Ltd,

whi ch was registered to the same address as Mas
Limited!®The shared address, according to the Tel e2
are affiliated in some capacity, and provides an indirect link betweeSMT d Ma $¥§ mov . o

In 2015, Tele2 bought the remaining shares in®ffom AsiaNet, resulting in a financial
transaction that benefited its shareholder, Nuriy®yethis point, according to the White Paper,
Tele2 had got Nuriyeva to sign a written statement confirming that she was the ultimate
beneficial owner of AsiaNet, and was not acting on behalf of any high level politiéians.

Legal documentsrevieweddun g t he due diligence process deta
AsiaNet Holding, supplying further proof of her beneficial ownership of the company through

two other unnamed compani€$ although it was unclear why Nuriyewaeded such a complex

ownership structure to own shares in a telecoms company. Prior to this, an unpublished due
diligence report commi ssioned by Nordea had hic
untransparent and complicated network of companienfeksiaNet Red flag! - Indicates

deliberate objective to camouflage top lebeheficiaries '&°

114https://halberdbastion.com/sites/default/files/2Q@B/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p14
115https://halberdbastion.com/sites/default/files/2Q@B/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p14

116 https://halberdbastion.com/sites/default/files/2Q@B/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p14

117 https://halberdbastion.com/sites/default/files/2@BITele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p14
118https://halberdbastion.com/sites/default/files/2@B/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p9
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https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf

However, Tele206s independent due diligence shov
position as th beneficial owner of AsiaNét’although as noted above, this due diligence was

conducted in 2014, four years after the deal was signed, at which point the beneficial owners of

AsiaNet may have been different. Furthermore, even if Nuriyeva was the neficlad owner

of Asianet at this point this does not preclude the possibility that she may have some kind of

financial relationship with politicalhexposed people, including then Prime Minister Karim

Masimov, outside of the workings of this particulamgany.

If this is the case, then the purchase of the remaining shares-8fWblild have indirectly
benefited Masimov.

In conclusion, Tel e2dsirackpbenafites firan@ally framat Nur iy
the disposal of the 51 percent stakéif-S [ As i a Ne'tlbutthab Tel e Z
Tele2 had made fAno i mproper payments

acquisition of stake in MB.122

120https://halberdbastion.com/sites/default/files/2Q@B7Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p9

121 https://halberdbastion.com/sites/default/files/2Q@B/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p13

122 https://halberdbastion.com/sites/default/files/2@B/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p4
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2 K& A& bdzNR e S GelatidnshiR soantp@rtany?2 @ Q a

Nuriyevabds | ink with Masimov is important becal
government official who made decisions on behalf of the Kazakh state.

Masimov served as Minister of Transport and Communications from Ag§Qastto November

2001, Deputy Prime Minister of Kazakhstan from November 2001 to June 2003, and Assistant

to the President from June 2003 to January 2006, before returning to his role as Deputy Prime

Minister from January 2006 to January 2007. He thereseag Prime Minister from January

2007 to January 2012, before holding the position of head of the Presidential Administration

from September 2012 to April 201#.He served a second period as Prime Minister from April

2014 to September 2016. He thenwagao i nt ed as head of Kazakhstano
KNB, a position he continues to hold as of February 28%ZThis biography thus identifies

Masimv as one of the most important and powerful political figures in Kazakhstan.

According to global finarical st andards combatting corruption,
with Masi mov positions her a ®oneaithfahpigherriskforcal | vy e x
potential involvement in corruption, triggering the need for heightened due dilitfénce.

According to Tele2bs report, Nuriyeva agreed to

position with Kazakhtelecom JSC, her ties to Bodam BV (a shareholder of Kazakhtelecom JSC,
see below®and her former marriage to a Kazakh diplomat, informatioichwvas confirmed
to Tele2 by an independent third party.

123 https://olympic.kz/en/page/8darim-kazhimkanovickhmasimov

124 https://online.zakon.kz/Document/?doc_id=30095276#p0s530;

125 https://www.fatfgafi.org/documents/guidance/documents/pe®s
r22.html?hf=10&b=0&s=desc(fatf_releasedat&}ps://www.fatf
gafi.org/media/fatf/documents/recommendations/Guidd®tEBRec1222.pdf

1261t is uncl ear why Nur i yev adREPasithisseemingly Bas d privateBY wo u |
companyi unless Bodam itself was owned by a PEP. The history of Bodam is explored in the next
section.

127 https://halberdbstion.com/sites/default/files/20108/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p5

Corruption in Kazakh TelecomsPart1:2 K& A& bdzZNK & S@I | y Roinepbriam?3@ {

S WY W R VYV g Ve



https://olympic.kz/en/page/81-karim-kazhimkanovich-masimov
https://online.zakon.kz/Document/?doc_id=30095276#pos=30;-52
https://www.fatf-gafi.org/documents/guidance/documents/peps-r12-r22.html?hf=10&b=0&s=desc(fatf_releasedate)
https://www.fatf-gafi.org/documents/guidance/documents/peps-r12-r22.html?hf=10&b=0&s=desc(fatf_releasedate)
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-PEP-Rec12-22.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-PEP-Rec12-22.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf

The Tele2 report states that Nuriyeva confirmed that she knew Masimov before he entered
politics 1?8 likely a reference to the time they worked at Halyk Bank togéth&he reported

that they no longer (as of 2014) held a business relationship even though they had been
colleagues in the past

Nuriyevabds claim that she had no business with
does not mean there is no impriepy: serious conflicts of interest arise when a government

official such as Masimov has a former business partner like Nuriyeva who is involved in an area

of business where he has political influence. Although exact dates are unclear, Nuriyeva moved

into the telecoms industry around 2006, when Masimov occupied the roles of advisor to the
president and Deputy Prime Minister. Masi movos
Nuriyeva continued into 2008 when he was Prime Minister of Kazakhdtan.

According to media articles, as Prime Minister, Karim Masimov was involved in the process of
rolling out 3G services in Kazakhstan: for example, a November 2009 article says that Masimov
instructed state bodies to introduce 3G before the end of thaf§yaalune 2010 article also

says that Masimov announced a price reduction for licenses to deploy and use the 3G
networks!*3

The exact role, if any, Masimov played in the lowering of the cost of the 3G licence is unclear.
However, the potential conflict of imest is clear: he may have helped lower these charges at
the very least because it benefited his former business partner Nuriyeva,-aivoambthe
NEO/Tele2 KZ brand that held a 3G licertétand at most because he stood to gain financially
through his poxy, Nuriyeva.

128https://halberdbastion.com/sites/default/files/2Q@B/Tele2_Whitepper Kazakhsta@®perations
Dec2014.pdf p14

129A1i0 gul Nuriyeva is described as a fiHal yk Department
(Largest Kazakh bank sees $100min Eurbond in May, Reuters, 31 March 1998);
https://azh.kz/en/news/view/680ittps://olympic.kz/en/page/8larim-kazhimkanovichmasimov
130https://halberdbastion.com/sites/default/files/2@BITele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p14

131July 2008 is the date of the US diplomatic cable in which Masiatownitted to being involved in
such a companynttps://wikileaks.org/plusd/cables/O8ASTANA1375_a.htMliriyeva is first mentioned
as a director of Kazakhtelecom in the 2006 Annugpait.
132https://tengrinews.kz/news/ministerstaboronyikazahstanayidelit-chastotyiseti3g-30692/
133https://tengrinews.kz/news/astas@izittsenyinalitsenzirsetey3g-dlya-operatorov53060/

134 https://www.mobileworldlive.com/latesttories/telean-spotlightfollowing-kazakhstarBg-launch/

. ] i )
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https://azh.kz/en/news/view/680
https://olympic.kz/en/page/81-karim-kazhimkanovich-masimov
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
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https://wikileaks.org/plusd/cables/08ASTANA1375_a.html
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https://tengrinews.kz/news/astana-snizit-tsenyi-na-litsenzii-setey-3g-dlya-operatorov-53060/
https://www.mobileworldlive.com/latest-stories/tele2-in-spotlight-following-kazakhstan-3g-launch/

FOPOEFORGE

Foreign PEPs are always considered a high risk that warrants taking
enhanced due diligence measures. In addition, business relationships with
domestic PEPs and international organisation PEPs that are determined to

be high risk should be subject to suchamees.

In both circumstances, the following enhanced due diligence measures
apply: senior management approval, reasonable measures to establish the
source of wealth and the source of funds, and enhanced ongoing monitoring

of the business relationship.

FATF Guidance, June 201%

135https://www.fatfgafi.org/
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Nuriyeva andKazakhtelecom JSC

Before we describe Teliads dealings in Kazakhst
structure of KazakhtelecomJ$®& azakhst anés | argest itbefore communi c
Telia bought into one of its main subsidiaries in 25£2.

Kazakhtelecom was founded in June 1994 as a national co¥phnywas reregistered as a
joint stock company in April 20042 Since then, the Kazakh state has retained a 51 percent
stake!*® but over the years the company has acquired private sharehalddisted some shares
on the Kazakh stock exchantfe.

Key to this story are two companies, Bodam and Deran Services BV (from here, Deran), both
registered in the Netherlan#$ According to Kazakhtelecom annual reports, Bodam and Deran
first bought Kazaktelecom JSC shares in 2006, owning 16.9 percent and 9.6 percent
respectively:*?> The annual reports do not say how much they paid for these $Hares.

Furthermore, no information was given on the ultimate owners of Bodam or Btfaerefore,
any person including Kazakh official§ could have been the real owner of the companies at
the time and benefited from the shareholding in a major telecoms company.

136 https://www.teliacompany.com/en/news/preskeases/2011/12/teliasonaérereasests-ownership
in-kcell-andpreparesfor-ipo/

137 https://telecom.kz/en/pages/11557/171732
138https://telecom.kz/storagdéis/_54/d7/82/15/8d/54d782158dbf6076ch5eaeebba66514& pdf
139https://telecom.kz/en/pages/11632/171792

140https://kase.kz/enl/issuers/KZTK/

141 Further research indicates that there were two Deran entities: Deran Services BV and Deran Services
Ltd, the latter which appears to be registered in the BVI. This further complicates the ownership structure.
https://opencorporates.com/companies/nl/33290B8Bs://opencorporates.com/companies/nl/34299872

142 http://telecom.kz/storagel/files/ 98/2c/55/7a/6b/982c557a6bch839a8720078173f18Péd3.pdf

Annual Report 2006,

http:/telecom.kz/storage/files/ _98/2b/b5/29/a3/982bb529a30fbfellec015692e79ffipd.pdf

143 http://itelecom.kz/storagel/files/ 98/2b/b5/29/a3/982bb529a30fbfe15682e79ffb0.pdf

144 http://itelecom.kz/storagef/files/ _98/2b/b5/29/a3/982bb529a30fbfe11ec015692e79ffb0.pdf

39 Corruption in Kazakh TelecomsPart I:Nuriyeva and Kazakhtelecom JS

R VVV g R VVV g



https://www.teliacompany.com/en/news/press-releases/2011/12/teliasonera-increases-its-ownership-in-kcell-and-prepares-for-ipo/
https://www.teliacompany.com/en/news/press-releases/2011/12/teliasonera-increases-its-ownership-in-kcell-and-prepares-for-ipo/
https://telecom.kz/en/pages/11557/171732
https://telecom.kz/storage/files/_54/d7/82/15/8d/54d782158dbf6076cb5eaeebba66514c.pdf
https://telecom.kz/en/pages/11632/171792
https://kase.kz/en/issuers/KZTK/
https://opencorporates.com/companies/nl/33290088
https://opencorporates.com/companies/nl/34299872
http://telecom.kz/storage/files/_98/2c/55/7a/6b/982c557a6bcb839a8720078173f187d3.pdf
http://telecom.kz/storage/files/_98/2b/b5/29/a3/982bb529a30fbfe11ec015692e79ffb0.pdf
http://telecom.kz/storage/files/_98/2b/b5/29/a3/982bb529a30fbfe11ec015692e79ffb0.pdf
http://telecom.kz/storage/files/_98/2b/b5/29/a3/982bb529a30fbfe11ec015692e79ffb0.pdf

Aigul Nurieva (a different transliteration of Nuriyeva) is listelkim z a k ht el ecombés 2006
report as a member of the bodfShe is described as a director of Bod&hThird party

research conducted in 2014 by telecoms company
by o Ai gu ™ Theuaportydees rot gotindetail about the nature of this control, or at
what point this control started. This could hay

public disclosures included information on the beneficial owners of its main shareholding
identities. Without thisritical information, the picture remains opaque.

One of Kazakhtelecomdbs board members was Adil be
representative first for the Kazakh state in 260and then in 2010 for Bodatf® Individuals

often leave state work to find nelucrative opportunities in the private sector, but the situation

with Sarsenov is more complex. In 2010, he was the director of management of the

telecommunications assets of Amun Capital Advisors KZ ER,Nuriyevabacked

company;>*while at the samgme working for a state company involved in Kazakh

telecommunication®?

The conflict is clear: the interests of a private compgatoymaximise profit§ does not align
with the interests of the state. This lack of distinction between the private aedtthe state is
typical in Kazakhstan.

145https://telecom.kz/storage/files/ _98/2b/b5/29/a3/982bb529a30fbfellec015692e79ffh02df
146 https://telecom.kz/storage/files/_98/2b/b5/29/a3/982bb529a30fbfellec015692e79ffpD.pdf
147 https://halberdbastion.cdsites/default/files/201-08/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdfpl2

148http://telecom.kz/storage/files/ _98/2¢/55/7a/6b/982c557a6bch829888173f187d3.pdp12
149 http://itelecom.kz/storage/files/ 54/d7/82/15/8d/54d782158dbf6076ch5eaeebba665pR3pdf
150https://telecom.kz/storage/files/ 54/d7/82/15/8d/54d782158dbf6076ch5eaeebba665p26.pdf
151 https://www.telegeography.com/products/commsupdate/articles/2014/10/2-teglEBcorruption
atkazakhoperation

152The state company is Zerde. Sarsenov was Board Chairman in 2010,
https://www.inform.kz/en/childreis-sociatnetworkto-be-createdin-kazakhstasin-2010-adilbek
sarsenov_a223067At the same time he was working for Amand on the board of Kazakhtelecom JSC
on behalf of Bodam, See Kazakhtelecom Annual Report 2010, p23 and p26 at
https://telecom.kz/storage/files/ _54/82/15/8d/54d782158dbf6076cb5eaeebba66514c.pdf
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https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
http://telecom.kz/storage/files/_98/2c/55/7a/6b/982c557a6bcb839a8720078173f187d3.pdf
http://telecom.kz/storage/files/_54/d7/82/15/8d/54d782158dbf6076cb5eaeebba66514c.pdf
https://telecom.kz/storage/files/_54/d7/82/15/8d/54d782158dbf6076cb5eaeebba66514c.pdf
https://www.telegeography.com/products/commsupdate/articles/2014/10/21/tele2-denies-corruption-at-kazakh-operation
https://www.telegeography.com/products/commsupdate/articles/2014/10/21/tele2-denies-corruption-at-kazakh-operation
https://www.inform.kz/en/children-s-social-network-to-be-created-in-kazakhstan-in-2010-adilbek-sarsenov_a2230671
https://www.inform.kz/en/children-s-social-network-to-be-created-in-kazakhstan-in-2010-adilbek-sarsenov_a2230671
https://telecom.kz/storage/files/_54/d7/82/15/8d/54d782158dbf6076cb5eaeebba66514c.pdf

As discussed above, in 2010, Kazakhteled&®€ sold a 51 percent share in18To Tele2.

There was an obvious conflicthere: N6T6 ot her owner at the time was
Kazakhstan, and yet Nuriyeva was also a board member of Kazakhtelecom JSC, the company

selling its shares in MFB.

According to Tele2, the conflicted was mitigated
decision to sell its staké?but the potential for a conflicted decision making process is clear,

especially given the links established above between AsiaNet Kazakdrsl a corporate entity

with ties to Masimov, the Prime Minister of Kazakhstan at the time of the sale-&MT

Nuriyeva may well have had the power to influer
irrespective of whether she herself personadiied.

Nuriyevads i n9TelkdkZals meantithat shd Was involved with two rival
telecoms companies at the same time:-8$ITele2 KZ (as a direct shareholder) and Kcell (as a
Kazakhtelecom JSC board member and director of Bodam, a sharehd{deakhtelecom

JSC, which in turn owned shares in Kcell). This drew comparisons in the media for its

similarities to Teli adbs dealings in Uzbekistan.
According to one journalist, therewete:n ¢ o mf or t abl e par al |l el s
activities in Ubekistan, where the company has acknowledged dealing with

two intermediaries of Karimovads who

companiesé.

153 https://halberdbastion.com/sites/default/files/2@BITele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p11

154 http://www.dn.kz/index.php?option=com_ content&view=article&id=929:2013.1-05-58
11&catid=5:201110-23-11-45-05&ltemid=6

155 https://eurasianet.orghkazakhstarwhatdid-embattledteliasonerdearnfrom-uzbekistan
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owners today

In November 2015Tele2AB formed a new joint venture with Altel, the mobile operations

entity of Kazakhtelecom JSC, which caused Tele2 to publish another due diligence entitled

Responsible Challenger | n t hi s report Tele2 responded to t
Kazakhtelecom [is] the same thing as dealing with President Nazarbayev since the majority

owner, SamrilK a z y n a , is the Kazakhstan Sovereign Weal

Tele2 argued that it was not the same thingas Sakake y na had fAan i ndependen
structu e This is not only a misrepresentation of Samruk Kaybacause the independence

of a state structure means nothing within a kleptocratic autotragymore importantly it is a
misrepresentation of what Tele2 knew at thiate: the unpublished due diligence report
commissioned by Nordea had concludedih#ta zak hst andés political syst
system were more o |l ess one and the same. 0

B

%’ Vo ‘

156 https://halberdbastion.com/sites/default/files/2Q@B7Tele2KazakhstarResponsibleChallenger
CorportaeResponsibilityNov-2015.pdf p7
157A Report Evalwuation of Corruption Risk Management T

N
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https://halberdbastion.com/sites/default/files/2017-08/Tele2-Kazakhstan-Responsible-Challenger-Corportae-Responsibility-Nov-2015.pdf
https://halberdbastion.com/sites/default/files/2017-08/Tele2-Kazakhstan-Responsible-Challenger-Corportae-Responsibility-Nov-2015.pdf

The lack of separation between Kazakhtelecom JSC and the Nazarbayev family wavemad
more clear in the changes of shareholdings that followed after 2015. According to the Kazakh
stock exchange, by April 2016 both Bodam and Deran had reduced their shareholdings in
Kazakhtelecom JSC to 15.18 percent and 6.84 percent, respectividis paint, both Bodam

and Deran were owned by Aigul Nuriyeva, accordingddes!®®

In July 2016, the Kazakh stock exchange (KASE) announced that a company called Sobrio

Limited, registered in the United Kingdom, had bought a 24.47 percent stake in Kazakhtelecom

JSC, acquiring a stake f r'RepditsftomtheaKafakhlstockt e sfi Bc
exchange show that a businessman named Alexander Klebanov waséneb®obrio

Limited, and had purchased both Bodam and Deran as part of the sale, before all of the shares

were transferred to Sobrio Limité#.As a result, Nuriyeva was no longer involved in

Kazakhtelecom JSC and stepped down from the B&4ard.

Accordng to one Kazakh internet article, Klebanov was allegedly representing the interests of
Dariga Nazarbayeva, the eldest daughter of President Nursultan NazadfBayéwe same

manner that Nuriyeva allegedly represented the interests of Karim Masimavinliievember

2016, it was announced that 3.4 percent of Kazakhtelecom JSC shares were acquired by Alatau
Capital Invest, owned by Kairat Satybaldy, a nephew of Nursultan Nazartfayev.

158https://forbes.kz/processfthnologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao_kazahtel&#kom
Forbes is correct, it raises yet more questiomdien had Nuriyeva become the owner of Bodam and
Deran? |1 f she was Derané6és ownher si nccketoibuys i ncepti on,
Kazakhtelecom JSC shares, instead of buying more shares through Bodam? And, if she had bought
Bodam at a later date, then who was its beneficial owner before Nuriyeva when Bodam first entered
Kazakhtel ecombés ownership structure?

159 https://astanatimes.com/2016/07/kazakhteleemmouncesmewmajorshareholdeahea€of-

possibleipo/

160https://kz.expert/en/news/analitika/460_behind_the_facade_of kcell_deal
https://astanatimesom/2016/07/kazakhteleceoamnouncesewmajorshareholdeaheadof-possible

ipo/, https://en.trend.az/business/economy/2554206.html

161 https://forbes.kz/process/technologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao kazahtelekom
162 https://kz.expert/en/news/analitika/1476_kazakhtelecom_the_back_door_action

163 https://tengrinews.kz/money/alataapitatinvestpriobrela34-protsentaaktsiy-307208/
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https://forbes.kz/process/technologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao_kazahtelekom
https://astanatimes.com/2016/07/kazakhtelecom-announces-new-major-shareholder-ahead-of-possible-ipo/
https://astanatimes.com/2016/07/kazakhtelecom-announces-new-major-shareholder-ahead-of-possible-ipo/
https://kz.expert/en/news/analitika/460_behind_the_facade_of_kcell_deal
https://astanatimes.com/2016/07/kazakhtelecom-announces-new-major-shareholder-ahead-of-possible-ipo/
https://astanatimes.com/2016/07/kazakhtelecom-announces-new-major-shareholder-ahead-of-possible-ipo/
https://en.trend.az/business/economy/2554206.html
https://forbes.kz/process/technologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao_kazahtelekom
https://kz.expert/en/news/analitika/1476_kazakhtelecom_the_back_door_action
https://tengrinews.kz/money/alatau-capital-invest-priobrela-34-protsenta-aktsiy-307208/

Later in October 2018, a company called Skyline Investment Companytitgrcezated in May

2018 in Luxembourg, replaced Sobrio as the holder of its 22.1 percent in Kazakhtelecom JSC.
Skylineds beneficial &%umeari |at20tllBe whieme Tved se 2wrsk r
confirmed a company repr esent®Thiswasoosfimmed ai m t hat
by disclosures by the Luxembourg company register in 2021. In 2019, Kazakhtelecom JSC made

a profit of 60.3 billion KZT ($X0 million).1¢¢

164 https://kz.expert/en/news/analitika/1024_affair _ofkazalectzi
https://rus.azattyq.org/a/kazakhsfalemyanniknazarbayewa-kazahtelecom/31108069.html
165https://halberdbastion.com/sites/default/files/2@B/Tele2_Whitepaper_Kazakhst@perations
Dec2014.pdf p40

166 https://rus.azattyq.org/a/kazakhsfalemyanniknazarbayevd-kazahtelecom/31108069.html
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https://kz.expert/en/news/analitika/1024_affair_ofkazakhtelecom
https://rus.azattyq.org/a/kazakhstan-plemyannik-nazarbayeva-i-kazahtelecom/31108069.html
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://rus.azattyq.org/a/kazakhstan-plemyannik-nazarbayeva-i-kazahtelecom/31108069.html
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A comment from Tele2 on these transactions is particularly revealing:

In November 2016 and October 2018, changes in the ownership structure
of Kazakhtelecom led &x officio investigations by Tele2 and external
partners. In the first case, the conclusion was that the transaction was made
at a fair market value and was publicly disclosed and, in the second, that
the ultimate beneficial owner was confirméd.

This suggeststhii ¢ St SHQa Ay @SadAdalradArAz2yda RAR y2i O2yFTAN
Sobrjo in 2018 was at fair market value, suggesting that Satybaldy had purchased
YET 1 KGSESO2YQa &aKIFINBa Fd dzyRSNJ GKSANI @t f dzSo

{rdeolfR&Qa TFI YATf A INazarbakel makes iyl a goliticatyioged t NSa A RSy
person, which not only denotes a high corruption risk in general, but in this specific case raises

the possibility that revenues earned through the Kazakhtelecom JSC/Tele2 joint venture were

being funnelled by Sato | f Reé (2 &adzlJJ2 NI G KS O2 NNHzLIG F dzi 2 ONI

Despite this, Tele2 continued to partner with Kazakhtelecom JSC (and thus with Satybaldy) until
¢St SHQa SEAG FNRBY YITF1{Kadly Ay WdzyS uwnmopod

167 https://halberdbastion.com/sites/default/files/2QB/Tele2 Whitepaper_KazakhstaBperations
Dec2014.pdf p3
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Since 2006, offshore companies have held major slices ofcstatilled
Kazakhtelecom JSC, a powerful company that monopolises landline
contracts in Kazakhstan and controls many modéerices These offshore
companies have allowed interests tied toKlagakh ruling elite to privately
profit from what is ostensibly state businelse charts below show how

Kazakhtelecom JSCO6s sharehol ders have

ADRs These are shares held nominally by American banks and listed on

stock exhanges as American Depositary Receipts.

Others = According to Kazakhtelecom, no other shareholder holds more
than 5% of thentirecompany. However, holding just several percent of
Kazakhtelecom JSC would still result in excellent returns (the company
made $170 million in 2019). This means that oth@itically exposed

people from Kazakhstan might be secret shareholders in Kazakhtelecom
JSC, holding stakes of less than 5%
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BODAM BV
31 DECEMBER 2007 (NETHERLANDS)

ADR’'S
DERAN SERVICES
BV (NETHERLANDS)

SAMRUK OTHERS

31 DECEMBER 2011

KAZAKHTELECOM
JSC

NURIYEVA
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9.61% 16.87%

OTHERS : <
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KLEBANOV

31 DECEMBER 2016 /

SOBRIO ADR’S

2447 %

SAMRUK OTHERS

KAZAKHTELECOM 15.37%
01 JANUARY 2020 Jsc

SATYBALDY

/

SKYLINE ADR'S

24.46 %

OTHERS

SAMRUK

KAZAKHTELECOM 14.96% )
JSC O
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FOPOEFORGE

Part Il

Telia in Kazakhstan
This section analyses Teliabds dealings in K
The chart at the end of the document dr aws

Uzbekistan with those in Kazakhstan to demonstrate the simildrétegen the
companyds actions in the two countries.
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FOPOEFORGE

In February 2021, the authors of this report wrote to Telia to get their comment on our findings.
It replied:

As part of Telia Company's decision in 2015 to leave region Eurasia
and to focus on the Nordic and Baltic countries, Telia Company and
Fintur Holdings agreed to sell their 75 percent holding in the

Kazakhi telecommunications operator Kcell JSC to Kazadtdeh in
December 2018. A transaction which was completed a few days later,
21th of December.

The divestment of Kcell was conducted in a responsible and ethical
manner in accordance with laws and regulations in concerned
countries, and the transactions lelveen disclosed and accounted
for in Teliabds accounts in a corre
regards to transactions further back in time, the in 2013 [sic] newly
appointed Telia Board and management at the time conducted an
extensive review of all harical Telia transactions in the relevant
countries in region Eurasia, including Kazakhstan. The review was
carried out with the help of the law firm Norton Rose Fulbright in
2013/2014. Several transactions gave rise to questions and therefore
Telia madedhis material available to prosecutors in Sweden, who
decided to not take any actiot$.

Telia provided links to the summary of the revigand to a press release and the presentation
from December 2018 on the announcement of its divestment of itssnie Kcell and
dissolving of the Fintur partnershif.

168Response from Irene Krohn, Head of PR & Media, Telia Company AB, February 2021.

169 https://www.teliacompany.com/globalassets/teliempany/documents/investors/anngeheral
meeting/2014/teliasonera_summanfythe-boardof-directorsreview-of-transactionsn-
eurasia_agm_2031@4-01.pdf
170https://www.teliacompany.com/en/news/preskeases/2018/12/teteompanydivestsits-interestin-
kcell-anddissolvesfintur-partnershi-with-turkcell/, https://www.teliacompany.com/globalassets/telia
company/documents/investors/peatations/2018/kcelllivestmentandfintur-dismantling.pdf

@@
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https://www.teliacompany.com/globalassets/telia-company/documents/investors/annual-general-meeting/2014/teliasonera_summary-of-the-board-of-directors-review-of-transactions-in-eurasia_agm_2014-04-01.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/investors/annual-general-meeting/2014/teliasonera_summary-of-the-board-of-directors-review-of-transactions-in-eurasia_agm_2014-04-01.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/investors/annual-general-meeting/2014/teliasonera_summary-of-the-board-of-directors-review-of-transactions-in-eurasia_agm_2014-04-01.pdf
https://www.teliacompany.com/en/news/press-releases/2018/12/telia-company-divests-its-interest-in-kcell-and-dissolves-fintur-partnership-with-turkcell/
https://www.teliacompany.com/en/news/press-releases/2018/12/telia-company-divests-its-interest-in-kcell-and-dissolves-fintur-partnership-with-turkcell/
https://www.teliacompany.com/globalassets/telia-company/documents/investors/presentations/2018/kcell-divestment-and-fintur-dismantling.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/investors/presentations/2018/kcell-divestment-and-fintur-dismantling.pdf

1. ¢St AFQa &dza LSOOG LINAOS 2F [ OljdAaardAazy 27

The origins of Tel predates itsdUabek operationstbp 10Kears.a k h st an

In 1998, a company called GSM Kazakhstan OJSC Kazakhtelecom LLP (not to be confused

with Kazakhtelecom JSC) was created in Kazakh$tam, company t hat #Adesi gns,
operates a cellular telecommunicasametwork on the GSM standard in the Republic of
Kazakhdtan. o

Prior to February 2012, it had two shareholders: 49 percent of it was held by treostadéed
Kazakh company Kazakhtelecom JSC, with the remaining 51 percent held by Fintur Holdings
BV, a company registered in the NetherlaHds.

At this point, Fintur itself was itself owned by Sonera Holding BV, and a Turkish telecoms

company called Turkcell lletisim Hizmetleri AS, with holdings of 58.55 percent and 41.45

percent, respectivelf?Backi n 2002, Swedeno6s Telia had merged
company Sonerd’t hus absorbing Sonerads subsidiary, Sor

171 http://www.annualreports.com/HostedData/AnnualReports/PDF/LSE_KCEL 20¥BAdDo i s t he
Kazakh equialent of JSC.

172 http://www.report2012ru.kcell.kz/reports/kcell/annual/2012/gb/English/1010/kaedly . html
173https:/linvestors.kcell.kz/en/article/show/1930/false?navipageld=2496
https://opencorporates.com/companies/nl/24111385

174 https:/linvestors.kcell.kz/en/article/show/1930/false?navipageld=2496

175 https://www.teliacompany.com/en/abethie-company/history/telisoneraandteliasonera/
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http://www.annualreports.com/HostedData/AnnualReports/PDF/LSE_KCEL_2018.pdf
http://www.report2012ru.kcell.kz/reports/kcell/annual/2012/gb/English/1010/kcell-today.html
https://investors.kcell.kz/en/article/show/1930/false?navipageId=2496
https://opencorporates.com/companies/nl/24111385
https://investors.kcell.kz/en/article/show/1930/false?navipageId=2496
https://www.teliacompany.com/en/about-the-company/history/telia-sonera-and-teliasonera/

GSM Kazakhstan (Kcell) shareholders prior to 2 February 2012

Sonera Holding BV
(Netherlands)

Turkeell

58.55% 41.45%

Fintur Holdings BV (Netherlands) Kazakhtelecom JSC

Kazakhtelecom LLP / Kcell

176 https://investors.kcell.kz/en/article/show/1930/false?navipageld=2496
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GSM Kazakhstan [¢J] Kazakhtelecom LLP6s prize as
phone operator. Kcell was a dominant player in Kazakhstan with a market share in 2000 at 70
percent’”and a lesser, but still healthy market share in December 2012 of 46.9 percent. Its

market share dropped after Tele2 moved into the highly competitive mobile phone market with

its purchase of shares in M3 in 20108

In February 2012, Telia bought attuer 49 percent share (using a company called TS
Kazakhstan HoldingBY¥®) i n GSM Kazakhstan [¢J] Kazakhteleco
controlled Kazakhtelecom JSC for $1.52 billion, according to T&lia.

I n July 2012, GSM Kazakhstan [¢J] Kazakhtel ecom
partnership to a joint stock company, with the company offering Global Depositary Receipts

(GDRs) on the London Stock Exchange in December 2012. The GDR offeringtedrsfi 50

million of Teliads shares, representing 25 perc
with a 24 percent direct holding and a further percentage through its holdings in Fintur

Holdings!8! Media reports say that Telia owned 61.74 percoéicell after the offering,

suggesting that Telia bought back some of the s
LLP was then renamed Kcell JSE.

177 https://www.hhs.se/contentassets/820a5f7d17c143eda38b8cfb74ae8cb7/presemtatai
overview26042013.pdf

178https://investors.kcell.kz/en/article/show/1968?navipageld=1191

179 https://www.teliacompany.com/globalassets/telia
company/documents/investors/presentations/2018/koedstmentandfintur-dismantling.pdf p7

180 https://www.teliacompany.com/en/news/preskeases/2011/12/teliasonaérereasests-ownership
in-kcell-andpreparesfor-ipo/, https://en.tengrinews.kz/companies/Kazakhtelesofd-its-Kcell-shareto-
the-Swedishcompany6320/
181https://investors.kcell.kz/en/article/show/1930/false?navipageld=2496/

182 https://kase.kz/files/emitters/KCELZkIf9_2012_eng.pdp3
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https://www.hhs.se/contentassets/820a5f7d17c143eda38b8cfb74ae8cb7/presentation-on-kcell-overview-26042013.pdf
https://www.hhs.se/contentassets/820a5f7d17c143eda38b8cfb74ae8cb7/presentation-on-kcell-overview-26042013.pdf
https://investors.kcell.kz/en/article/show/1968?navipageId=1191
https://www.teliacompany.com/globalassets/telia-company/documents/investors/presentations/2018/kcell-divestment-and-fintur-dismantling.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/investors/presentations/2018/kcell-divestment-and-fintur-dismantling.pdf
https://www.teliacompany.com/en/news/press-releases/2011/12/teliasonera-increases-its-ownership-in-kcell-and-prepares-for-ipo/
https://www.teliacompany.com/en/news/press-releases/2011/12/teliasonera-increases-its-ownership-in-kcell-and-prepares-for-ipo/
https://en.tengrinews.kz/companies/Kazakhtelecom-sold-its-Kcell-share-to-the-Swedish-company-6320/
https://en.tengrinews.kz/companies/Kazakhtelecom-sold-its-Kcell-share-to-the-Swedish-company-6320/
https://investors.kcell.kz/en/article/show/1930/false?navipageId=2496/
https://kase.kz/files/emitters/KCEL/kcelf9_2012_eng.pdf

GSM Kazakhstan (Kcell) shareholders after July 2012

Sonera Holding BV

(Netherlands)

58.55%

Turkcell 100 %

4145 %

Fintur Holdings TS Kazakhstan Held by the
BV (Netherlands) Holding BV market
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The GDRs® price range caused some raised eyebroc
less than it was when TelBught its stake just five months previously, calling into question the

amount it paid earlier in the ye#f.Indeed, American research firm Muddy Waters raised this
guestion some years |l ater following Jlellai ads bri
overpaid for its 49 percent interest in Kcell,
IPO of $525 million price months lat&t*

At the time Telia bought Kcell shares in 2012, Deran and Bodam were shareholders in
Kazakhtelecom JSC (holding a combined 26.5 peré&ithis means that the deal would have
indirectly benefited the unknown shareholders who stood behind Deran and Bodam. As
described above, Aigul Nuriyeva was the director of Bodam at this time, andecepamer of
both companies at their point of sale in 26%6.

Telia finally exited Kazakhstan in December 2018, when Kazakhtelecom JSC bought back a 75
percent stake in Kcell from Sw®icdenfbilomel i a and
less tharthe $1.52 billion Telia paid for a lesser stake, 49 percent, just six years prior in 2012.

One could argue that this was because Telia was not in a position to strike a good deal: its own

value decreased dramatically after paying hundreds of millionsllafsito resolve the

Uzbekistan bribery scandal . However, Kcell 6s di
about the original price Telia paid for Kcell shares in 2012. It may be that the high price Telia

originally paid for Kcell was justabaddeal however Teliads business hi
suggests otherwise, especially given what is Kkr
183Lenni ghan, Mary, Kazakhstanés Kcell prepares for L

184 https://ftalphavillecdn.ft.com/wpcontent/uploads/2015/10/MW_TLSN_OpenLetter_10152015.pdf

pl7. Muddy Waters give a | ower figure SEK 9.3419 bil
of 49% of Kcell. The $1.5 billion appears to be correct, which means that Telalppaid a 75%

premium on what the company was worth.

185http://telecom.kz/storage/files/ _95/66/5d/64/53/95665d64533b8e02f917f0dbdcOc8hEpdf

186 https://forbes.kz/process/technologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao_kazahtelekom

187 https://www.teliacompany.com/en/news/preseases/2018/12/teleompanydivestsits-interestin-
kcell-anddissolvesfintur-partnerip-with-turkcell. ~As part of the deal, Telia act
share in Fintur. Selettps://www.reuters.com/article/kcetbzakhtelecontelia-company/updatéd-

kazakhtelecorbuys 75-pct-stakein-kcell-from-telia-turkcelFidUSL8N1YH16S

N
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https://ftalphaville-cdn.ft.com/wp-content/uploads/2015/10/MW_TLSN_OpenLetter_10152015.pdf
http://telecom.kz/storage/files/_95/66/5d/64/53/95665d64533b8e02f917f0dbdc0c8b36.pdf
https://forbes.kz/process/technologies/komu_aygul_nurieva_prodaet_svoi_aktsii_ao_kazahtelekom
https://www.teliacompany.com/en/news/press-releases/2018/12/telia-company-divests-its-interest-in-kcell-and-dissolves-fintur-partnership-with-turkcell/
https://www.teliacompany.com/en/news/press-releases/2018/12/telia-company-divests-its-interest-in-kcell-and-dissolves-fintur-partnership-with-turkcell/
https://www.reuters.com/article/kcell-kazakhtelecom-telia-company/update-1-kazakhtelecom-buys-75-pct-stake-in-kcell-from-telia-turkcell-idUSL8N1YH16S
https://www.reuters.com/article/kcell-kazakhtelecom-telia-company/update-1-kazakhtelecom-buys-75-pct-stake-in-kcell-from-telia-turkcell-idUSL8N1YH16S

2. Kcelland Telia buy dormant companies for frequencies

I n June 2007, GSM Kazakhstan [¢J] Kazakhtel ecom
an agreement to acquire 100 percent of a company in Kazakhstargl&&m LLP% which

had been dormant since itgistration in November 200% As described above, Telia at this

point was a shareholder in GSM Kazakhstan [¢é[ K
partowned subsidiary Fintur Holdings BV.

The purpose of the acquisition was supposedly to get a \iNo&nse (a family of wireless
broadband communication standards) held byTARecom that provided a right to organise
wireless radieaccess networks over 3.5 MHz spectiifn.

The total consideration paid for the licences was $5.587 milidhpugh litle is known about
how AR-Telecom LLP first acquired the licences, how much it originally paid for them, if
anything, and whether the original acauisition involved an open and fair bidding process.

188https://cdn.occrp.org/projects/corruptistan/documents/azerb@ijecom/Fintur_02.pdfp6

189 https://pk.uchet.kz/c/bin/031040000770/full/
190https://cdn.occrp.org/projects/corruptistan/documents/azerb@ijacom/Fintur_02.pdfp6

191 https://cdn.occrp.org/projects/corruptistan/documents/azerk@ijacom/Fintur_02.pdfp39. The
figure is given as USD 5,587 but the top of the pagerlglendicates that all figures are expressed in
thousands of USD.
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https://cdn.occrp.org/projects/corruptistan/documents/azerbaijan-telecom/Fintur_02.pdf
https://pk.uchet.kz/c/bin/031040000770/full/
https://cdn.occrp.org/projects/corruptistan/documents/azerbaijan-telecom/Fintur_02.pdf
https://cdn.occrp.org/projects/corruptistan/documents/azerbaijan-telecom/Fintur_02.pdf

According to a Kazakh stock exchange report;AR | ecomés seni or manager Ww
Leninovich Maximowt?2 A 2009 Kazakh media article describes Maximov as manager of

information and technology support at GSM Kazakhstéite company later renamed as Kcell

in 2012.

It is unclear whether Maximov was at GSM Kazakhstan/Kcell at the time of the sale in 2007. If
he was, then GSM Kazakhstan/Kcell (in which Telia was a shareholder) would have bought a
dormant, private company directed by one of its own employees

In 2008, another Kazakh company holding WiMAX licences; Kelecom LLP, was up for

grabs.KFTel ecom was al so described as a d¥r mant co
and Kcell 6s 20 1%Adain, thermappeard to be ronforroataboug how

KT-Telecom LLP acquired its licence in the first place.

This time Telia, rather than GSM Kazakhstan, paid approximately $21.5 Affilionthe
company, almost four times more than what Kpaid for AR Telecom. The director of KT
Telecom was Nurlan Tynyshbayevich®Sargaskaev, &

192 https://kase.kz/files/emitters/KCEL/kcelf9_2012_eng, pdf3

193 https://profit.kz/news/4840AAImati-obsudiliprofilaktiku-komputernihprestuplenij/

194We do not have Finturds 2009 Annulatps:/Riphavlle t , but th
cdn.ft.com/wpcontent/uploads/2015/10/MW_TLSN_OpenLetter_10152015.pdf oot not e 50: iKCe
acquired KFTelecom LLP ('KFTelecom') in 2008, whichwas dormanta acqui si ti on date. o
195Kcell JSC, 30 September 2012, p20.

196 AR-Telecom price was KZT 677,778,00ttps://kase.kz/files/emitters/KCEL/kcelf9_2012_eng.pdf

p18) which was $5.587nhttps://kase.kz/files/emitters/KCEL/kcelf9_2012_eng, pdf8

197 https://kase.kz/files/emitters/KCEL/kcelf9_2Dleng.pdfpl2



https://kase.kz/files/emitters/KCEL/kcelf9_2012_eng.pdf
https://profit.kz/news/4840/V-Almati-obsudili-profilaktiku-komputernih-prestuplenij/
https://ftalphaville-cdn.ft.com/wp-content/uploads/2015/10/MW_TLSN_OpenLetter_10152015.pdf
https://ftalphaville-cdn.ft.com/wp-content/uploads/2015/10/MW_TLSN_OpenLetter_10152015.pdf
https://kase.kz/files/emitters/KCEL/kcelf9_2012_eng.pdf
https://kase.kz/files/emitters/KCEL/kcelf9_2012_eng.pdf
https://kase.kz/files/emitters/KCEL/kcelf9_2012_eng.pdf

An online biography for Sargaskaev reports that he worked for GSI
Kazakhstan/Kcell from 1998 to 2000 as a marketing and sales dire
became a project and development manager for the same compan
2002, and laurted the commercial GPRS/WAP/MMS services of th
Kcell network in 2003%

A 2007 article described Sargaskaev as the director for business
development of GSM Kazakhstdthas did a 2011 business conferenq
where Sargaskaev was a spedRer.

Given this informati on, it i s

purchase of KITelecom LLP in 2008, Sargaskaev was an employe
GSM Kazakhstan/Kcell. No information has been made available by
Telia on the owers of ARTelecom and KITelecom, nor any due ’;‘r‘:”a”faﬁ?as"ae"'
diligence that the company performed on them. oto Keell reports

kely th

a)

198http://www.raexpert.kz/jquery/bio/iframe_new.php?id=67

199 https://profit.kz/articles/236/NaslisietipritaschiltGSM/. He appears to have still been in this position

in 2011: A 2011 business conference at which Sargaskaev was speakigigesgsum this title. See
https://www.raexpert.kz/events/e106R@11/program

200https://www.raexpert.kz/events/edky-2011/program/ Sar gaskaev woul d go on to
chief commercial officer, and then acted as the CEO of Ncell, a telecoms company in Nepal that Telia also
owned, in June 2013 (See Regulatory News Service, Kcell year end repbed2013, 30ah 2014).



http://www.raexpert.kz/jquery/bio/iframe_new.php?id=67
https://profit.kz/articles/236/Nashi-seti-pritaschili-GSM/
https://www.raexpert.kz/events/e100kz-2011/program
https://www.raexpert.kz/events/e100kz-2011/program/

Teliabs acquisition of dormant companies to see

According to Tele2, when the Kazakhstan government took the decision to issue rights of use for
spectrum in the 2.1 GHz band in December 2009 (coming into force in J2&Q1&)y the

regulator proposed that the spectrum would be divided equally amongst the three existing
operators (Tele2 KZ, Kcell, Beeline) for a fee. Tele2 reported that it obtained a license
authorizing the use of two blocks of 20 MHz spectrum in the B2 kand in January 2010 at a

fee of approximately $34.3 milliofi!

It is unclear why the WiMalicense acquisition was held differently. It is suspicious that GSM
Kazakhstan and Telia acquired these frequencies from dormant, private companies with hidden
owners rather than from the Kazakh government as Tele2 reports it did in a similar situation.

It is possible that ARTelecom LLP and KdTelecom LLP had politically connected owners

looking to cash in on their license ownership. Alternatively, it is also possible that the scheme

was not about acquiring licences at all; but, about making paymemtsider t o facil it at
continued operation in Kazakhstan.

This would be similar to Teliabs conduct in Uzt
Swisdorn, Expoline and other shell companies created by Uzbek nationals, but controlled by the
Uzbk president s daughter, GuW¥Pnara Karimova, thr

The parallel is clear: Takiliant, a Gibraltar registered company controlled by Karimova, received
bribes from Telia and a Dutch telecoms company, Vimpelcom, in return for wireless
frequences?®®

201 Using exchange rate of 0.00686 KZT to 1 USiTgs://www.x
rates.com/average/?from=KZT&to=USD&amount=1&year=2011

202Alisher llkhamov, Grand corruptioninbbze ki st an 6és tel ecommunications se
Social costs, 2017,
https://www.academia.edu/35401966/Gra@drruption_in_Uzbekistan_s_Telecommunications_Sector_
Root_Causes_and_Social_Cost

203 https://www.bloomberg.com/news/artici2®16-07-20/takilantfound-guilty-of-acceptingbribes

from-telia-vimpelcom
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https://www.bloomberg.com/news/articles/2016-07-20/takilant-found-guilty-of-accepting-bribes-from-telia-vimpelcom

FOPOEFORGE

According to the U.S. Department of Justive part of the $25 million paid to
Takilant [by Vimpelcom] was legally required to obtain rights to use the
frequencies in Uzbekistaf:

The U.S. Department of Justice concluded that payments to Takilant veein fact

made for the ficorrupt purposeo of obt
Uzbek government officials, and to assist Vimpelcom operate in the

national telecommunications markét.

As Muddy Waters sums up r-eegemmding Teliads purct

Although the beneficial owner is unknown, it is similar to the pattern in
Uzbekistan?%

204 Complaint. United States of America v. all funds held in account number CH1408760000050335300
at Lombard Odier Darier Hentsch and Cie Bank, Switzerland, on Behalf of Takilait¢djrand Any

Property Traceable Thereto et al, Case No.-£tx61257, para. 62 (S.D.N.Y. Feb. 18, 2016).

2051bid, para. 97.

206 https://ftalphavillecdn.ft.com/wpcontent/uploads/2015/10/MW_TLSN_OpenLetter_10152015.pdf
p28
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3.¢CStEAlF o0dza Goe2NIKESaaégd O2YLI ye

In August 2012, six months after Telia bought a further 49 percent (later reduced after a public
offering of shares) stake in Kcell, it was looking to buy further WiMax capabilities in
Kazakhstan.

Telia and Kcell describe the deal, concluded in Janu&t®,afifferently. According to Kcell,

Telia bought all the participatory interests in the charter capital of a company called KazNet

Media LLP for US$170 milliof®fiof whi ch $20 million-has been pe:
refundabPe deposit.o

In its own repdating on the transaction, Telia stated that it acquired the WiMax operations of
Alem Communications for $106 million, and bought the Kazakh company KazNet Media, which
ireceived a $64 million shar®holder contributic

Alem Communicatios was founded in 2008 in Kazakhstan with an aim of growing its cable and

wireless broadband operations with new services and acquiring new subgétiPecs.to

Teliabs purchase of Al em, two compani es, Mi das
13.05 % stake in Alem for $20.4 million in April
$156.3 million?*!

At some point in 2012, Midas Telecom appears to have purchased all of Alem Communications.

According to Teliabs own rtipomgs imfgromti b ugwn e
Telecomd fof? $106 million.
207

https://static.kcell.kz/files/investors_reports/Investors_year_reports/Interim_Financial_Statements_6m%2
02013.pdf p18

208 https://static.kcell.kz/files/investors/Kcell_JSC_Prospectus_enppaf

209 https://www.teliacompany.com/globalassets/telienpany/documents/reports/2012/anaual
report/teliasonera_annualreport 2012_eng.pa?
210https://www.investegate.co.uk/taapitatplc/rns/jointventureinvestment/200903251445024749P/

211 http://www.taucapitalplc.com/wpontenttau/uploads/TaiCapitatPlc-06-2012-4-INTERIMS-

FINAL.pdf, p26

212 https://www.teliacompany.com/globalasstta-company/documents/reports/2012/anaual
report/teliasonera_annualreport_2012_eng.pa?
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http://www.taucapitalplc.com/wp-content-tau/uploads/Tau-Capital-Plc-06-2012-4-INTERIMS-FINAL.pdf
http://www.taucapitalplc.com/wp-content-tau/uploads/Tau-Capital-Plc-06-2012-4-INTERIMS-FINAL.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2012/annual-report/teliasonera_annualreport_2012_eng.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2012/annual-report/teliasonera_annualreport_2012_eng.pdf

According to other information published by Telia at the time of the deal, Midas Telecom LLP

was owned by Aigul Nuriyev&2 No information appears to have been released at the time on

the owner of KazNet Media. Acc o wasialsopwnedby Kcel | 6 s
Midas Telecom, though as this reporting refers to the entire $170 million transaction, which

included the purchase of Alem Communications, the exact details of the purchase arédnclear.

Telia bought KazNet Media because it held a @@@ent participatory interest in two

companies: Aksoran LLP and Instaphone LLP, desc
possi bl y e#°bhyTelib. Ths déabagainddg®the question: Why did Telia not get

these frequencies directly from tkazakh government?

When companies were obtaining rights for | icenc
the country were granted the same right to frequencies for UMTS/3G operations and paid the
same amount directly®to the relevant authority.

The situation with 4G was a little different, with Tele2 saying it did not directly hold a license,

but obtained access as a result of a transaction with another company, through a Joint Operating
Agreement, and that the origin of access to 4G lay Mathakhtelecom JSC which during 2011

was granted a frequency for a fee of KZT 5 billion (approx. $33.2 nfitfiowhich was paid in
December 20128

213https://www.irvestegate.co.uk/teliasonesé-tee/bus/teliasoneraompletegransactiongor-mobile-
d---/20121228165500Z757 ttps://www.teliacompany.com/en/news/preskeases/2012/12/teliasonera
completegransactiongor-mobile-datagrowthin-kazakhstan
214https://static.kcell.kzifes/investors/Kcell_JSC_Prospectus_en.pdB
215http://www.annualreports.com/HostedData/AnnualReportArchive/k/LSE_KCEL_2015.pdf

216 https://halberdbastion.com/sites/default/files/2@B/Tele2_Whitepaper_Kazakhst&perations
Dec2014.pdf p12

217Using exchange rate of 0.006646 KZT to $1, accgrdirhttps://x
rates.com/average/?from=KZT&to=USD&amount=1&year=2012
218https://www.tele2.com/globalassets/documents/sustainability/keteXit-report--final. pdf, p16
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https://www.investegate.co.uk/teliasonera-ab--tee-/bus/teliasonera-completes-transactions-for-mobile-d---/20121228165500Z7571/
https://www.investegate.co.uk/teliasonera-ab--tee-/bus/teliasonera-completes-transactions-for-mobile-d---/20121228165500Z7571/
https://www.teliacompany.com/en/news/press-releases/2012/12/teliasonera-completes-transactions-for-mobile-data-growth-in-kazakhstan
https://www.teliacompany.com/en/news/press-releases/2012/12/teliasonera-completes-transactions-for-mobile-data-growth-in-kazakhstan
https://static.kcell.kz/files/investors/Kcell_JSC_Prospectus_en.pdf
http://www.annualreports.com/HostedData/AnnualReportArchive/k/LSE_KCEL_2015.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://www.tele2.com/globalassets/global/tele2_whitepaper_kazakhstan.pdf
https://x-rates.com/average/?from=KZT&to=USD&amount=1&year=2012
https://x-rates.com/average/?from=KZT&to=USD&amount=1&year=2012
https://www.tele2.com/globalassets/documents/sustainability/tele2-kz-exit-report---final.pdf

Why did Telia not also use the frequency held by Kazakhtelecom JSC, which was at that time a
co-shareholder in Bell with Telia? If this was not possible, it should have paid a similar fee of

around $33.2 million for access to the frequency. Instead, Telia paid KazNet Media a $64
mi |l | i on fshar e hanhostdoubleche fee that Kazakhielecono paidt$or

licence. The main reason why the allocation for 4G was so opaque was because the Kazakh

government itself had decided not to hold a tender through an ali@ioruch more transparent
process as it had done with 2G in 1998. Indeed, the allocationga®regarding 4G has been
widely criticized*® and led to the opaque, dubious dealings of Telia.

And in actual fact, for Telia and Kcell, the deal to buy KazNet Médiatensibly to acquire 4G

frequencies was an awful one. Telia recognized a $76 wrillnorcash impairment charge in

December 2013 in its 2013 annual regéielia reported that it would take longer than

expected to achieve full use of its frequencies since it did not have a 4G féeinssummary,
Telia could have signed an agreenwith its fellow Kcell shareholder Kazakhtelecom for a 4G

licence, yet instead purchased a company for twice the price, and still did not acquire a 4G
|l icence. Muddy Waters
management, which otpletely wrote off this acquisition between 2013 and 2014, the assets
wer e wo?PUltmatelys Kcellhad to pay a further fee of KZT 26 billion ($74.348

summary

million) in 2016 in order to acquire 4G and other frequenéies.

It is possible that Telia simply made an unwise or misguided decision. However, there is a
possibility that the deal was used to extract ¢asfittingly or otherwisé from Telia by the

of

t hi

S

S i

beneficiary of the dedl Midas Telecom, which was owned by Nuriyeagolitically exposed
person who had links to a key political figure in Kazakhstan, Karim Masimov.

219https://informburdkz/stati/pochemtkrytyy-aukcionnachastoty5g-nuzhentelekomrynkui-

kazahstancam.html

220December 2013 exchange rate: 0.152765 SEK to US$htfee/www.x

rates.om/average/?from=SEK&to=USD&amount=1&year=2013

221 https://www.teliacompany.com/globalassets/telienpany/document&ports/2013/annual

report/teliasonera_ar2013_eng.polf9

222 https://ftalphavillecdn.ft.com/wpcontent/uploads/2015/10/MW_TLSN_OpenLetter_101520d%

p30
223

tuat.

https://forbes.kz/process/technologies/skolko _zarabotaet_pravitelstvo_kazahstana na_prodaje_chastot_dl

ya_4g Accordirg to this article, Kcell had to pay KZT 4 billion ($11.1 million, using Jan 2016 rate of

0.002774 = $1) by February 2016, KZT 10 billion by March 2016 ($27.92 million using Feb 2016 rate of

0.002782 = $1) and KZT 12 billion by December 2016.($35.33 millising Nov 2016 rate of 0.002944

= $1) Exchange rates frohttps://xrates.com/average/?from=KZT&to=USD&amount=1&year=2016
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4. More Masimov proxies? The KazTransCom deal

In December 2012, Telia bought a minority stake in KazTransCom JSC (KTC) for $22 million

in consideratio?*a company that operates a fibre network and provides other telecom services

for the corporate sector in Kazakhstan. Option rights related to #ier&esCom transaction

cost around US$13 million mof& Muddy Waters took issue with the option rights, saying they

were fAof very questionable val u&imotdert he sell er
words, a politicallyexposed person.

WhoownedKaz TransCom? KTCé6és auditorédés report (preps:e
the period ending 31 December 2011 says that At
is ultimately owned and jointly controlled by Mr. Nalibayev A.Z. and Mrs. Sagdiyeva \who

are the owners of Rodni®*® LLP (the AParent compse

224 https:/lwww.teliacompany.com/globalassets/teliempany/documents/reports/2013/annual
report/teliasonera_ar2013_eng.pdf
225https://lwww.commsupdate.com/articles/2013/01/02/teliasecengpletesalemdeatwimax-firm-to-
be-mergedwith-kcell-unit/

226 https://ftalphavillecdn.ft.com/wpcontent/uploads/2015/10/MW_TLSN_OpenLetter_10152015.pdf

p29
227 http://kase.kz/files/emitters/KZTC/kztcf6_2011 cons_e.p8f(p10 of the PDF)
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Raushan Sagdiyetis the daughter of Makt&agdiyev, a former speaker of the Supreme

Soviet of the Kazakh Socialist Republic before Kazakhstan gained its independence. A 2018

article inThe Diplomas ai d t hat Sagdi yev aPrimaMinisteraKarime gedl|l y c |
Ma s i m3dAccomling to one nas article from Kazakhstan, Sagdieva worked with Aigul

Nuriyeva in the late 1990s at Halyk B&#fkat the time when its chairman was Karim

Masimov?3! As mentioned above, since its inception, Halyk Bank has been owned by Timur

Kulibayev and his wife, Dinar&?

It is worth noting that Sagdiyeva also has professional ties also to Kulibayev: Sagdiyeva worked
from 20042005 as the deputy general director of a company called KazStroiServis, and then at
another Kazakh company, Mercury LLP, in 268%oth of which are owned by Kulibayé/.

An online biography indicates that the other owner of KTC, Abdukalyk Zakrovich Nalibayev,
worked until 2006 almost entirely as an official in either the Kazakh government or in state
owned enterprises, includingrds as the Deputy Chairman of the Board of the National Bank of
Kazakhstan (1992000) and the First Deputy Minister of Transport and Communications
(2006:2002). A government decree from March 1999 indicates that Nalibayev became a board
member of Kazaklelecom acting in his role as a Deputy Minisér.

228https://www.investegate.co.uk/teliasonala-tee/bus/teliasoneraompletegransactiongor-mobile-
d---/2012122816550027571/
229https:/thediplomat.com/2018/02/teliagit-consolidatestateownershipin-kazakhstarielecoms
sector/

230https://lwww.cnews.ru/news/top/teliasonera_zaplatila_200_min_lyudfanonline biography of
Sagdieva confirms her position atsee he Peopl ebs Bank
https://centrasia.org/person2.php?st=1257500732
231https://carnegieendowment.org/2@02/26/backgroundn-karim-massimovpub-47645
232https://www.forbes.com/profile/timekulibaev/#30ac549c¢329tttps://www.inform.kz/ru/12marta
kalendarkazinformadaty-sobytiyaimena_a2880133
233https://centrasia.org/person2.php?st=1257500732I h e ¢ pame ia Rugstas is TOO Merkury,
TOO being the equivalent of an LLP.

234 https://forbes.kz/ranking/object/40
https://www.telegraph.co.uk/finance/newsbysector/energy/8488210/Lakdlital-to-take 300m stake
in-Kazakhoil-servicesfirm.html

235
https://tengrinews.kz/zakon/pravitelstvo_respubliki_kazahstan_premer_ministr_rk/hozyaystvennaya_deya
telnost/idP000001261_/
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https://www.cnews.ru/news/top/teliasonera_zaplatila_200_mln_lyudyam
https://centrasia.org/person2.php?st=1257500732
https://carnegieendowment.org/2012/03/26/background-on-karim-massimov-pub-47645
https://www.forbes.com/profile/timur-kulibaev/#30ac549c329f
https://www.inform.kz/ru/12-marta-kalendar-kazinforma-daty-sobytiya-imena_a2880133
https://www.inform.kz/ru/12-marta-kalendar-kazinforma-daty-sobytiya-imena_a2880133
https://centrasia.org/person2.php?st=1257500732
https://forbes.kz/ranking/object/40
https://www.telegraph.co.uk/finance/newsbysector/energy/8488210/Lakshmi-Mittal-to-take-300m-stake-in-Kazakh-oil-services-firm.html
https://www.telegraph.co.uk/finance/newsbysector/energy/8488210/Lakshmi-Mittal-to-take-300m-stake-in-Kazakh-oil-services-firm.html
https://www.telegraph.co.uk/finance/newsbysector/energy/8488210/Lakshmi-Mittal-to-take-300m-stake-in-Kazakh-oil-services-firm.html
https://tengrinews.kz/zakon/pravitelstvo_respubliki_kazahstan_premer_ministr_rk/hozyaystvennaya_deyatelnost/id-P000001261_/
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Nalibayevthen went on to become Deputy Head of the Office of the Prime Minister of
Kazakhstan (2062006) and Director of the Government Procurement Agency of the Republic
of Kazakhstan (2062006°%).27

One notable position Nalibayev held outside of state wotha Deputy Chairman of Halyk

Bank from 19971998, chaired at the time by Karim Masimov, who left in 2000 to become

Kazakh Minister of Transport and Communicatiéf{s his means that Nalibayev acted as

Masi movbés deputy on t wodatHalgk®8ak.ons, i n this mini

One article suggests that Nalibayev became head of the government procurement agency on the
recommendation of Masima¥® Nalibayev appears to have left government work in Z¢06.

This information is a strong indication that Ne
representativeo of Masimov in the KTC deal, gi
men.

Although Telia mentions Sagdiyeva in its reporting, it omits aeption of Nalibayev, and does

not explain the KTC deal in its entirety. This information is available from KTC and Kcell

reports which outline how in 2012, prior to Tel
shareholding changed.

236 http://nomad.su/?a=200701110123This article suggestsailbayev stepped down / was dismissed
in 2006.

237 http://www.mIm-people.net/novosti/item/1519bvym-direktoromagentstvekazahstango-
goszakupkanstala-nalibaev

238https://online.zakon.kz/Document/?doc_id=30095276

239http://nomad.su/?a=200701110123

240http://nomad.su/?a=200701110123
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KTCbs 2013 financial statemelncnolengeyteldthérat fr om J
entire shareholding of KTC. At this point it owned 79.92 percent, along with a company called
Telekom Asia LLP, which held 9.91 percefit.

Information from Kazakhstan suggests that Telekom Asia LLP was registered in Kazakhstan in
December 2012 several weeks before buying into KTC. Its sole shareholder, according to a
source in Kazakhstan, was at this time a company registered in the British Virgin Islands, called
Bleston Finance Lt&?whose beneficial ownership was unknown.

Onee again Telia was going into business with partners whose ultimate ownership was not
revealed. Telekom Asia sold its shares sometime in 2014 as it was no longer listed as a
shareholder in KT#$6s 2015 annual report.

The remainder of KTC (10.17 percenthvg hel d by fo¥hecl sedanghdKd@Er s
management and p%blic sharehol ders. o

241 http://kase.kz/files/emitters/KZTC/kztcf6_2013_cons_eng.p8f(8 of the PDF)
242http://kase.kz/files/emitters/KZTC/kztcf6_2015_cons_eng.p8f(10 of the PDF)
243http://kase.kz/fileshmitters/KZTC/kztcf6_2015_cons_eng.p@B (10 of the PDF)
244 http://kase.kz/files/emitters/KZTC/kztcf6_2013_cons_eng.p8f(8 of the PDF)
245https://static.kcell.kz/files/investors/Kcell_JSC_Prospectus_enppdf

@
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http://kase.kz/files/emitters/KZTC/kztcf6_2015_cons_eng.pdf
http://kase.kz/files/emitters/KZTC/kztcf6_2013_cons_eng.pdf
https://static.kcell.kz/files/investors/Kcell_JSC_Prospectus_en.pdf

Ownership structure of KazTransCom, December 2012, prior to Telia'buy in

Raushan Abdukalyk

Sagdiyeva Nalibayev

100% 100%

Alatau LLP Almaty Engineering

(Kazakhstan) Company LLP
(Kazakhstan)

50% 50%

Public
shareholders

Rodnik Inc (Kazakhstan)

Telekom Asia

79.92% 9.91% 10.17%

KAZTRANSCOM (Kazakhstan)
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The company through which Nalibayev owned his shares in KTC is not mentioned by Telia or
Kcell in reporting from this time. Thiswassd v r eveal ed in KTC 20170s
time prepared by Deloitte) to be a company called Almaty Engineering Comparf°LLP.

Information released by the Kazakh stock exchange in 2018 suggests that Almaty Engineering
Company LLP became a shareholder in Rodnik Inc back in OctoberZ008.

Almaty Engineering Company LLP appears to be another company dominated bgtgteasi
interests acting in a private capacity. Not only was the company controlled at least to the end of
2012 by Abdukalyk Nalibayev, a state official until 2006, but a mded¢&akhmyzhan
Tungusbayev acted as a director from 2008 to 2013 and again from 2015 #°2017.

An online biography indicates that Tungusbayev worked between 2003 and 2007 as a public
official in Kazakhstan monitoring compliance with the law on publacprement. He returned

to state employment in 2017 after leaving Almaty Engineering Company LLP, working in the
Ministry of Finance**®

There is little information available about Almaty Engineering Company LLP. Telia only
revealed that this was its partrie Rodnik Inc in 2018, after the resolution of a dispute that
began in 2016 between Telia and Almaty Engineering Company?91Fhe Kazakh company
had initiated arbitration proceedings in London against Telia, requesting damages for alleged
breach of cotract and mismanageme#ftThe dispute ended when Telia exited KTC (and
Kazakhstan as a whole) in 2018.

246 http://kase.kz/files/emitters/KZTC/kztcf6_2017_cons_eng.pil® (12 of PDF)

247 http:/lkase.kz/files/emitters/KZTC/kzaf 3 2018.pdfp3
248https:/lwww.skc.kz/ru/leadership/tungusbaehymzarkonusbekovic/
249https:/lwww.skc.kz/ru/leadership/tungusbaahymzarkonusbekovic/
250https://www.teliacompany.com/globalassets/tediampany/documents/reports/2018/anaual
report/teliacompany-annualandsustainabilityreport2018.pdf p177;
https://www.eliacompany.com/en/news/newadicles/2018/closindaztranscom/

251 https://www.teliacomany.com/globalassets/teli@mpany/documents/reports/2018/anaual
report/teliacompany-annualandsustainabilityreport2018.pdf p162
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http://kase.kz/files/emitters/KZTC/kztcf6_2017_cons_eng.pdf
http://kase.kz/files/emitters/KZTC/kztcaf_3_2018.pdf
https://www.skc.kz/ru/leadership/tungusbaev-rahymzan-konusbekovic/
https://www.skc.kz/ru/leadership/tungusbaev-rahymzan-konusbekovic/
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf
https://www.teliacompany.com/en/news/news-articles/2018/closing-kaztranscom/
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf

Who stood behind Lovou BV?

As stated above, Telia bought its shares in KTC (using its subsidiary, Sonera Holding) from an
entity, Rodnik Inc, owned by Raushan Sagdiyeviaose family is part of the Kazakh political

elite. A closer examination of the deal shows that Sagdiyeva actually sold her shares in Rodnik
Inc to two different parties: Sonera Holding, and a second company called Lovou BV.

Kcel |l 6s r e pthatltovon BV is partdf adkazaké mvestment company, Visor

Group, referring to i t???WhenHKcelpfieceddgharessnttehe #AVi sor
London Stock Exchange in the form of Global Depository Receipts in December 2012, Visor

Capital acted @Joint Global Coordinators and Joint Bookruniets.

The Visor Group is another company with close ties to the Kazakh elite. In leaked emails from
intelligence firm Stratfor, controversial Kazakh dissident and former banker Mukhtar Ablyazov
T himself acased of embezzling funds from the Kazakh bank he chaiadléges that

Kulibayev secretly owns Visor Capit&f

By looking at the shareholding structure of Lovou BV we again see the involvement of the

Kazakh political el it ecialréporgtbheullimategwnersof lofloC6s 2 0 1 G
BV fiare individual s, e a?®Theirmdmesareeohgivern Hotdvever] e s s t T
according to the 2017 financi al report, Lovouaos
wi t h fA60 dleyKaribzhanovd.vamdethers each of them hddd$ fess than

10 %*°0

252https://static.kcell.kz/filesfivestors/Kcell_JSC_Prospectus_en, jpdB
253https:/linvestors.kcell.kz/en/article/show/1571?navipageld=1191

254 https://wikileaks.org/gifiles/docs/54/5476234-fve-fwd-timur-articles.html
255http://kase.kz/files/emitters/KZTC/kztcf6_2013_cons_eng.p8f(10 of the PDF)
256 http://kase.kz/files/emitters/KZTC/kztcf6_2017_cons_eng.pdf
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https://wikileaks.org/gifiles/docs/54/5476234_re-fw-fwd-timur-articles-.html
http://kase.kz/files/emitters/KZTC/kztcf6_2013_cons_eng.pdf
http://kase.kz/files/emitters/KZTC/kztcf6_2017_cons_eng.pdf

Aidan Karibzhanov is Chairman of the board of Visor
Capital?®’ He was named in Kazakhtelecdn S C6 s A
Report of 2009 as the Chairman of its Board of Directors
a representative of the state company SarKiakyna2°®

Although Karibzhanov no longer held this position as of B T
2012 when the KTC deal tookage it once again underline g ar
the fluid nature of state and private property within
Kazakhstan. Kari bzhanovds
of this, with the businessman flitting in and out of state
business: according to an online biography, from 2601
2004 he served as the Managing Director of Visor Holdin
LLP (a private company which is part of the Visor Group) A B
then moved to state employ, appointed as managing director

of state oil and gas company KazMunaiGaz in 2004. Aidan Karibzhanov. Photo foes.kz

a strik

He then moving back to thwivate sphere from 2005 to 2007 as the president and chairman of
the board of directors at Visor Holding LLP, and then yet again returned to state work, serving
first as the managing director of Samiiilizyna JSC in 2008, then also as a member of its
manaement board in 200%°

The conflict of interest here is clear, and raises the possibility that Karibzhanov abused his
position as a state official to benefit a private company that he had close link&%ith.

257 https://www.startupgrind.com/events/details/stauimd-almaty-presentsaidartkaribzhanowisor-
capital/

258http://telecom.kz/storage/filesBf/e0/1c/a7/8d/8fe01lca78dal03f0128d3b4826a3392p3RIf

259 https://www.startupgrind.com/events/details/starguipd-almaty-presats-aidarkaribzhanowisor-
capital/

260Indeed, Ablyazov alleges that Karibzhanov did abuse his role as a state official when Karibzhanov
moved to KazMunaiGaz at the end of 2003. According to Ablyazov, Karibzhanov worked with then Vice
President of KazMuri&az and Timur Kulibayev to dispose of state held oil and gas assets that were
supposedly unprofitable, but were actually potentially lucrative. These assets, according to Ablyazov,
were then sold to private entities controlled by Kulibayev, where they igte billion dollar companies.

The only issue here is that Ablyazov says that Karibzhanov moved to KMG in December 2003 although
Kari bzhanovés biography says he only moved to KMG ir
https://publications.parliament.uk/pa/cm200910/cmselect/cmfaff/memo/human/m21702.htm
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https://www.startupgrind.com/events/details/startup-grind-almaty-presents-aidan-karibzhanov-visor-capital/
https://www.startupgrind.com/events/details/startup-grind-almaty-presents-aidan-karibzhanov-visor-capital/
http://telecom.kz/storage/files/_8f/e0/1c/a7/8d/8fe01ca78da103f0128d3b4826a33927.pdf
https://www.startupgrind.com/events/details/startup-grind-almaty-presents-aidan-karibzhanov-visor-capital/
https://www.startupgrind.com/events/details/startup-grind-almaty-presents-aidan-karibzhanov-visor-capital/
https://publications.parliament.uk/pa/cm200910/cmselect/cmfaff/memo/human/m21702.htm

FOPOEFORGE

One of the most curious parts of tBYeobsyt ory i s t
its 25 percent stake in Rodnik, Teliabds Soner a

According to Muddy Waters, the |l oan totaled SEFE
in press releases and other corporate filingso

T el i andosvisdr Gapital a large private investment company favoured by the Kazakh state
T is strange.

Muddy Waters research says that, according to \
was still due to Teliastrongly suggesting that thedo is nomperforming, and

Telia has not foreclosed on the collateral, suggesting that the deal might

not have been entered into on normal commercial terms and that the

beneficiary, incidentally, could have been a problematic Férty

In other words, théoan could have been a bribe to politically exposed people in Kazakhstan.

261 https://ftalphaille-cdn.ft.com/wpcontent/uploads/2015/10/MW_TLSN_OpenLetter 10152015.pdf
pl8, citing Lovou B.V. 2014 Annual Report, and p29.

@
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Ownership structure of KazTransCom, January 2013, after Telia buy in

Visor Growth
Fund BV

(Netherlands)

100%

?

Sonera Lovou BV ?
Holding (Netherlands)

50% 50%

Almaty Engineering Bleston
Alatau LLP (Kazakhstan) Company Finance Ltd

(Kazakhstan) (BVI)
50%

100%

50%

RODNIK INC (Kazakhstan) Telekom Asia Other

LLP (KZ) shareholders

79.92% 9.91% 10.17%

KAZTRANSCOM (Kazakhstan)
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Who controlled KTC after Telia bought in?

The 2013 KTC financial report contains a curious omission. It says that, as of the end of both

2012 and 2013, the owners of KTC were Rodnik Inc, Telekom Asia LLP and other shareholders

in the percentages indicated in the chart above. It says that at 8mbec2012 Nalibayev and
Sagdiyeva fAjointly ¢ on??bubitlgives no mertiea ofGnoo upds oper e
controlled the company at the end of 2013, by which point we know that at least Sagdiyeva had
sold all of her s har esHddng. The financial Bportsdrond20IRe | i a 6
2016 continue to repeat this |ine about contr
updating the date.

[
ol

The 2017 report then indicated that Nalibayev was the ultimate owner of Almaty Engineering
Compayy at this time?®3 It is thus unclear whether Nalibayev continued to control KTC through
Almaty Engineering Company from 2013 to 2017. One source from Kazakhstan alleges that he
did not, that he sold his shares in Almaty Engineering Company to structateslled by

Aigul Nuriyeva. Although this has not been verified, the lack of transparency yet again
highlights how hiddeii and potentially political interests control key assets in Kazakhstan.

One further change to KTCio2015 Tekkom AsmlLldlPi ng st r u
exited the structure. A new sharehol der, KTC®
listed as a 9.99 percent owner at the end of 2816is unclear whether Abdrakhmanov bought

his shares from Telekom Asia LLP or otlskareholders.

ct
S

Abdrakhmanov i s anot her -mixate smpépeneord, witk pogitmdksh st an & s
in a mix of private and state companies, including state oil and gas company KazMunaiGas

(20032004 and 2002008). Abdrakhmanov became chairmén oK TC6és board i n 2001
position he held until 2018 at which point he stepped down as chairman but still retained a

position on the boart$®

262http://kase.kz/files/emitters/KZTC/kztcf6_2013_cons_eng.p8f(8 of the PDF)
263http://kase.kz/files/emitters/KZTC/kztcf6_2017_cons_eng.pii0

264 http://kase.kz/files/emitters/KZTC/kztcf6_2015 cons_eng.pdf
265https://online.zakon.kz/Document/?doc_id=30104597
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Ultimately, Telia made a writdown of SEK 330 million (around $34 milliéf) in the second
guarter 2017 of its holding in Rodnik I nc as fkt
negotiations, the associate was no |l onger deeme

In February 2018, Telia signed an agreement to sell Rodn&’Intjich erded the arbitration
proceedings with Almaty Engineering Company, with the transfer finally completed in
November 2018% Telia argued that the divestment had a limited financial efféas though

the transaction resulted in a capital loss of SEK 27llomjlthe accumulated foreign exchange
losses were reclassified from equity to net income from discontinued operations of SEK 259
million.

Rodnik was sold to Amun Servic&8 According to Telia, Amun Services is a company
incorporated in the Dubai Multid@@nmaodities Centre freezone in the UAE, and part of the Amun

Group, dAan international emerging markets focus
I n a rare acknowledgement following its troubl e
diigence and background checks of the parties in

As mentioned above, according to Tele2, Amun Capital is a KeRgtbh investment group
backed by Aigul Nuriyeva’

266 https://www.xrates.com/average/?from=SEK&to=EUR&amount=1&year=201103064 SEK =
US$1 as of May 2017

267 https://www.teliacompany.com/globalassets/telienpany/documents/reports/2017/annual
report/annuabndsustainabilityreport201 7--telia=company.pdfp171

268 https://www.teliacompany.com/globalassets/telienmpany/documents/reports/2018/annual
report/tele-=company-annualandsustainabilityreport2018.pdf p177

269 https://www.teliacompany.com/en/news/nearticles/2018/closindtaztranscom/
270https://www.teliacompany.com/globalassets/telienpany/documents/reports/2018/annual
report/teliacompany-annualandsustainabilityreport2018.pdf p177;
https://www.telegeography.com/products/commsupdate/artifli&8/22/08/telissells stakein-kazakh
corporatefibre-operator/

271 https://lwww.commsupdate.com/articles/2014/10/21/tele@iescorruptionat-kazakhoperation/

R WA
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https://www.x-rates.com/average/?from=SEK&to=EUR&amount=1&year=2017
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2017/annual-report/annual-and-sustainability-report-2017---telia-company.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2017/annual-report/annual-and-sustainability-report-2017---telia-company.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf
https://www.teliacompany.com/en/news/news-articles/2018/closing-kaztranscom/
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf
https://www.teliacompany.com/globalassets/telia-company/documents/reports/2018/annual-report/telia-company--annual-and-sustainability-report-2018.pdf
https://www.telegeography.com/products/commsupdate/articles/2018/02/08/telia-sells-stake-in-kazakh-corporate-fibre-operator/
https://www.telegeography.com/products/commsupdate/articles/2018/02/08/telia-sells-stake-in-kazakh-corporate-fibre-operator/
https://www.commsupdate.com/articles/2014/10/21/tele2-denies-corruption-at-kazakh-operation/
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This section aims to compar e aivdhicltclediot r ast
criminal sanction$ and Kazakhstah which, as of 2021, have yet to lead to any criminal
proceedings.

Uzbekistan Kazakhstan

Telia enter the Uzbek market through t Telia bought a 49% stake in Kcell fro
purchase of an Uzbek firm, Coscom, Kazakhtelecom for $1.54lkion in 2012, which was
August 2008. Kar i majority owned by the Kazakh government but t
acquired 26% of TeliaSonera Uzbekist: over 20% of the company owned by opac(@
the parent company of Coscom. Telia la companies with possible ties to Kazakh governn N
bought back 20 9g,6of officials. Afewmonths later, a share offering valu

a price of US$220m. This was US$10( the company at up to 75% less thae firice Telia

in excess of the price set in the origir bought for its shares. In 2018, Telia sold its 7
2007 shareholder agreement, which o stake in Kcell for $446 millios- $1 billion less thar
obliged TeliaSonera to pay US$112.5 - what it paid for just 49% of the company six yei

the entire 26% holding. ago.

Karimova linked companies are alleged In 2008, Kcell (in which Telia was a sharehold

have sold telecommunications provide bought one comgny and in 2009 Telia bought

certain  frequencies, which  the: second for a combined $27 million in order —.

companies could lawfully acquire free acquire WiIMAX licenses. However, the: ”\%

charge from the Uzbek regulator UzZAC companies were dormant, and their owners
unclear, and in other instances, telecoms compe
bought licences for frequencies directly frahe
government.

Telia paid US$80 million to a subsidiary In 2012, Telia made a $64 million shareholc
Kari movabds Taki | an contribution to a company that owned entit
a formal waiver to the telecoms regula holding frequencies possibly eligible for 4G. Ott

repudiating its rights to certain 3 telecoms companies received the licence from @

frequencies and a numbering block, wh government or through operating agreements \

would then be apportioned @oscom. other @mpanies holding the licence. Ultimate!
Telia made no use of the companies hold
possible 4G frequencies and recorded a-cash
impairment charge of $50 million.
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Uzbekistan Kazakhstan

The DoJalleged that the payments Telia paid US$22 million for shares in

Kari movads Taki |l ar companycalled KazTransCom. Telia boug

t he Acorrupt p ur the shares fim a company owned by

Kari movaods i nf | u«¢woman calledRaushan Sagdiyeva, daugh

government officials of a Soviet politician, who worked i
companies owned by Timur Kulibayev, ai

at a bank chaired at the time by Kar gw\
Masimov, who would go on to b
Kazakhstands Pri mer

in KazTransCom was a company controll

by a former deputy to Masimov when |
worked in the Ministry of Transport. The $¢
million shareholder contribution mentione
above went to a company owned by Aic
Nuriyeva, who is alleged to be a proxy f
Masimov, having partnered with him in
company in Singapore.

In Uzbekistan, Telia dealt with tw InKaz ak hst an, Teli aod

i ntermedi ari es o f Kazakhtelecom, a director and possil
interests in rival telecoms compani¢ shareholder of which was Aigul Nuriyev
Bekhzod Akhmetov, then director « who in 2010 partnered with anoth |
Uzdunrobita ( oper ¢Scandinavian telecoms company, Tele2, i
and Gayane Avakyan, who had interest: rival company, MTS. This meant she hg
rival firm Vimpelcom. financial ties towo rival companies.

&)

In his resignation statement, Telia CE It is unclear what due diligence Telia did
Lars Nybe r g sai d t hat Kazakhstan, but in its reporting it nev
conduct a sufficiently iwdepth analysis reported on the ultimate beneficial ownersl
into the identity of our local partner i of such companies it was buying to acqt
Uzbekistan before we invested in t licences, nor did it ever address in public t /~
country or into how thipartner came tc allegations surrounding Nuriyeva, or h \~
own the assets that were later obtainec links to Masimov. Telia concluded dee
TeliaSonera. o benefitting Nuriyeva in the months aft
allegations regarding its relationship wi
Karimova had been published.

/

\
)

Q)
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GTelia did not conduct a sufficientlydepth analysis
into the identity of our local partner in Uzbekistan before
we invested in the country or into how this partner came
to own the assets that were latebtained by
TeliaSonerd?"?
Telia CEO Lars Nyberg resignation statement

272 https://www.capacitymedia.com/articles/3753372/Tellabekistancorruptionfine-is-400mless
thanit-feared
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